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WatchGuard Wi-Fi Cloud

Skalierbares Cloud management

Patentierte WIPS Funtkionalitat

Intelligent Network Visibility und Troubleshooting
Interaktion mit Gasten (Hotspot)

Location-based analytics

Reporting und Visibility




Verified Comprehensive Security

« WIPS steht fur Wireless Intrusion Prevention System >

» Grolde Unterschiede in den Moglichkeiten r =
von WIPS Lésungen “\g‘m‘&

- WatchGuard’'s WIPS bietet umfangreichsten Schutz Y‘-'“\'“““‘
durch patentierte Marker Packet™ Technologie

WatchGuard's Secure, Cloud-Managed Wi-Fi Is the ONLY
Solution That Can Do This

© Automatically detect and prevent the six © Support automatic detection and © Automatically prevent connections to "evil
known Wi-Fi threat categories preventicn of rogue APs, rogue clients and twin” APs and dangerous connections to
simultaneously while maintaining endpoints from communicating over ac- misconfigured APs such as private S5IDs
performance hoc Wi-Fi connection without encryption

https://www.watchguard.com/wgrd-resource-center/wifi-wips-report
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Verified, Comprehensive Security
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Rogue AP

Rogue Client
Neighbor AP
Ad-Hoc Network
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Misconfigured AP

Concurrent Threats
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MP — Marginal Pass; require manual prevention
F - Failure to detect or protect from the referenced test
N/A — Feature not supported
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Wi-Fi Subscriptions

WatchGuard Wi-Fi Solution Total Wi-Fi | Secure Wi-Fi | Basic Wi-Fi

Firebox

Management Platform Wi-Fi Cloud Wi-Fi Cloud Appliance*

Scalability

Number of managed access paints

Unlimite: Unlimited Limited**

Configuration and Management
S50 configuration with LAN sspport, band staering, smart steering, fast maming v \/ v
wser bancwidth control, Wi+ Fl traffic dashboard

Additional Wi-Fi Cloud-based Management
fadio Resource Masagement, Hotspat 2.0, enhanced client roaming, nested folders
for corfiguration before deployment, integration with 3rd party WLAN controllers

Intelligent Network Visibility and Troubleshooting
Pinpoint mesningful netwark prabiems and spplication issues by seeing when an
anomaly occurs above baseline thresholds and reenotely oubleshoot.

Verified Comprehensive Security
A patentod WIS technology defords your business from the six known Wi-FH threat
categories, enabling @ Trusted Wirebsss Environment

GO Mobile Web App

Culckly ant asily set-up yore WLAN natwork fram any moblle device,

Guest Engagement Tools
Splash pages, social media iIntegrations, surveys, coupons, wdeos, and so much
mare

Location-based Analytics
Leverage melnics |Ike footfall, dwell tme, and conversion to driva business decslons v
and croate customizable reports

Support
Hardware warranty with sdvance hardware replacemant, customer support, and Standard Standard Standard
software updates

pianits areezsenended o Tive T 1S Feetaa imodel
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Performance-Driven Wi-Fi Access Points
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Use Case

Radios & Streams
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6 Bedrohungen sind bekannt

Rogue Client

Neighbor AP
"Evil Twin"” AP Misconfigured AP

Risks infection from BN Delivers malware
= payloads to the network

connecting to other B - H
SSIDs while in range : 7 T: fonn:; Ra %o
, of the authorized AP § NSRS

Rogue AP

Opens networks to
attack as a result of

Lures users to connect

toltsoastospyon - | i [l
a traffic, steal data and f =0 Ad-Hoc Network

infect systems
mrﬁ
Allows attackers to g
bypass perimeater i
security d S : Y : N Uses peer-to-peer
| connections to evade
security controls and risk

configuration errors

exposure to malware
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Rogue AP

-

Anyone with access to the “wire closet” can plug in a tiny access point and hide it in the mess of cables. This rogue AP sends a Wi-Fi
signal outside to an attacker wha can lurk on private networks such as a credit cardholder data envir

nment (CDE) - an instant PCI
violation. Now the attacker is inside the network and could also gain access to systems for door/lighting/alarm/inventary systems.

_, I-AEe

Stolen:

«  Credit cards

B - Employee records, Pll
Retail Store (part of franchise) « Building-automation logins for alarm,
s

door locks, Inventory management

«  Secuntycameralogins
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Rogue Client

While out to lunch, this employee’s laptop had a ran-
A client that fell victim to a Wi-Fi attack like a Karma attack (while somwaorm loaded onto it from a Karma attacker close
in the office or within range of a weak WIPS), could now have outside the building. The employee just logged in and it

like the ransomware is spreading... Oh no!!!!

% = } . & Ay X $ looke
ransomware, malware, and backdoors installed on it just waiting loaks
to spread around the rest of the office

This is a “rogue client”.

Office workers inside buildings
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W ==

Employees frustrated by their corporate firewall blocking websites have cleverly figured
out easy ways to bypass this important network security controfl: by using their
smartphones’ hotspot feature and tethering their corporate laptops to them or by

Vi-F1 either inside the office or nearby from neighbors

1@

connecting to guest V

&5~
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Evil Twin AP

These office workers are all diligently working their fingers to the bone from their Wi-Fi connected laptops. Their loptops are all connectad to the

access point (AP) mounted above their heads in their office to the 5S10 "Office Wi-Fi*

SSID: Office Wi-Fi

MAC Address
3 The vittim laph (Media Access Control)

AiFit b asted by the vl twin AP and autamatically connects, putting the attacker "in the mid A p 00 I Aol l L l I
dlv* ar lowing w attocker 1o silently stenl things (yee betow) without the wetim ever maliring it | S— d-—- ch 2—3 A»~F 4A
Vendor# Senal¥
\ ) Kokt

oul UAA

(Organizationally (Universatly

L]
N’ Urvaue iestihier) Administered Address)

The attackes, within range of this victim

thelr laptop and o cheap S

Stolen:

. TR datatione

«  Office 365 Loging
« P

«  Emaiil and mve

r

Devices used in the Evil Twin AP test:
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Misconfigured AP

LL

=5

AN

=5

Ooops! IT at HQ made a tiny mistake and configured the private Wi-Fi on this AP to have
NO ENCRYPTION (no password on the Wi-Fi) which potentially puts credit card info,
camera footage, etc. into the air in plain view for an attacker to intercept. This is a mis
configured AP that failed to adhere to the company’s configurable “Authorized WLAN
Policy,” which states any private Wi-Fi SSID needs to be encrypted.

Copyright ©2019. WatchGuard Technologies, Inc. All Rights Reserved

Aany companies, especially franchises and distributed
enterprises, rely on non-technical staff to plug in access
points shipped to them from corporate IT.

AP

2

Private Wi-Fi for handheld

i PQOS, security cameras

Open, no encryption




Schutz bestehender WLAN Netze

= WatchGuard APs als Sensor schutzen bestehende
WLAN Netze.

LLanra
AP125
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Authorized Wi-Fi Policy

Copyright ©2019. WatchGuard Technologies, Inc. All Rights Reserved
S g R g e e w  _ou BEEEE e A T S 'S



15

Authorized WiFi Policy

Festlegung der WiFi Richtlinien pro Location (Vererbung
in untergeordnete Locations)
Z.B. SSID Name, Security Parameter, Wi-Fi Vendor, etc.

Verstoldt ein Accesspoint gegen die zugewiesene
Authorized WiFi Policy, so gilt dieser Accesspoint als
“misconfigured”

Ermdglicht aktive “Uberprifung” der
Richtlinieneinhaltung — auch bei 3 Party Accesspoints.
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Authorized WiFi Policy
Configure > WIPS > Authorized WiFi Policy

AN
W) atchGuard ACME MSP with Below ...~ O's Fitness Centers

DASHBOARD WIPS »  Access Point Auto-classfication
MONITOR External Access Points
CONFIGURE WIFi
itentially External APs in the Uncategorize

TROUBLESHOOT Alerts
: WIPS » Access Point Auto-classfication
FLOOR PLANS

Automatically classify pe Client8utp-ciassification ad

REPORTS

Automatic Intrusion Prevention

[ Authorized WiFi Policy ]

SYSTEM
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Configure > WIPS > Authorized WiFi Policy

WIPS »  Authorized WiFi Policy @

(&) Helio World

& Any | piaF ] EARTILS ] sARTLS ] EAp#ayT
LEAN ] EAMEIW

B2 1w

@u«, Ihaslec Dinadsher

Aowad Rotworks

=l any

Alowed AP Vendars

YA AR - o0 AW *

sy - dusad m m
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Wireless Intrusion Prevention System (WIPS)

(D)
Access Point uberwacht —— Trh
die Wi-Fi Umgebung i -+
auf schadliche Aktivitaten Cmmems | N (L2
WIPS Technologie blockiert = =

die Gefahr automatisch

AUTHOAZED

“Sicherheits Schild” fur lhr
Unternehmen und die Nutzer
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WIPS Konfiguration

Die aktive und automatischen Abwehr von gefahrlichen
Aktivitaten wird hier festgelegt

Bitte in Zusammenhang mit der
geplanten Installation prufen

Empfohlene Anpassungen der
Default Konfiguration:
,MAC Spoofing”“ aktivieren

20




WIPS Klassifikation prufen

In Monitor WIPS sollte die Klassifikation der
Accesspoints und Clients gepruft werden.

DASHBOARD

MONITOR 5 JUNICHI @ s

CONFIGURE

I il >
e 008 S

......
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Prufen der Alarme und des Security Status

Uberprifen auf offene Alarme und Events im
Zusammenhang mit der WIPS
Funktion

s v [T AC P with Balow,Sasbecribrace
Show Status » None
-
Wi “ o v s m—
) curity Status
| Manage Navigator Security Status
Alsits w 5
e m v .
> I Discover Training
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Wettem Irsbetermynate AP THatiNGuard 334E56) =l Ne Nogue AP SN atmaww s Safrwvar MIBIYW [t

) ¥ L] Jack’s Ice Cream

Medhun Irdeyeravnate AP (WatehCuare FA1550) & sctine. Ne Rogue AP SINaTew's Safrve MINM LMY 1T N

Vearm Iesderarmvinete AP [WiesCusnt 200 DO; e scthen e Pogim AP Wty Bebtar . pel B T 50 W =
s Lawe A Al oot woawars (] Fovsining e o1 wvers smesstivmsed Civrite i ik ive ' e Hae Semovars INassew's Sefrer.. M3, 2000 230 W w L London
et Low L L L T T pe——————_ - Y p— e Al Wt Mot hlecre's St JAT BN AL |
Y Vasten © Ieabatarmvnate AP [Metgear, TUTE ] i sctive Ne Wogree AP SN errr e s Ve brver LI 1AM » | — Miami
o Meatum Irsdmiaraveate AP 4 AR AL ARON| n arvne Ne Bugue AF SNz wn ¥ Seftae M40 3, 2070 10N AM v

» 1 Stockholm
» L Jay's Electronics Stores
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Aktivieren von WIPS
,ocharfschaltung”

Ab jetzt werden automatische Abwehrmechanismen angewendet

DASHBOARD WIPS - Automatic Intrusion Preventian  OFF -

MONITOR

CONFGURE

Access Point Preven

AN AT
B Mecontizured Ausnarizes 4
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Weitere Ressourcen — Deployment Guides

https.//www.watchguard.com/help/docs/Wi-Fi_Cloud/en-
US/WatchGuard_Wi-Fi-Cloud AP-Deployment-Guide.pdf

https.//www.watchguard.com/help/docs/Wi-Fi_Cloud/en-
US/Wi-Fi-Cloud WIPS Trusted Wireless _Environment.pdf

https://www.watchguard.com/wgrd-resource-center/wifi-
wips-report
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https://www.watchguard.com/wgrd-resource-center/wifi-wips-report

Let's Make Wi-Fi Security a Global Standard!

B, O ek

JOIN THE MOVEMENT
Trusted Wireless Environment
B i e R
;hw P*‘ e J
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http://www.trustedwirelessenvironment.com/

.Haben Sie noch Fragen?
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Vielen Dank!

Jonas Spieckermann | Senior Sales Engineer
Jonas.Spieckermann@watchguard.com
WatchGuard Technologies Inc.
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