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Remote work access has grown rapidly

VideoconferenCing a"-time high @ Aaron Levie @ 4
“Zoom daily downloads are up e

We know how important secure collaboration and remote work is

(y H H ” becoming for our customers right now. Here are a few of the
9 0 0 VS . p rlor 30_d ay pe rl Od measures we're taking to ensure the availability of our service and
20 Om safety of our employees: blog.box.com/box-response-c...
Box response to COVID-19
As the COVID-19 epidemic continues to evolve, we
« Twitter, Apple, Google, Microsoft, Amazon, and other major Eb want I tal you know that Box hes & compretiensive

plan in place to ensure the highest level of security,

DI0g.DOX.CcOm

companies have restricted employee travel because of the
coronavirus outbreak.

= To safeguard employees from the outbreak, companies in Europe,
Asia, and the US have started asking their employees to work
from home as a precautionary measure.

BUSINESS
INSIDER
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Security Risks from Remote Work

= Change happened
suddenly

= Lack of planning

= Wide open access to
corporate resources

= No security defenses in
home network

= Malicious actors are even
using the crisis
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Hackers exploiting situation

SECURITY
o i g

NPOY 2020 | TRAINING  CYBERSECURITY ~ CAMPUS SECURITY & LIFE SAFETY  DEAL

About
)

Cyber Attack Hits Department of Health
and Human Services Amid Government
Coronavirus Response

HHS officials said no personal data was accessed and the attack was not

successful. But it could be a sign of things to come during the coronavirus

pandemic

By Haley Samsel Mar 18, 2020

A cyber attack hit the Department of Heaith and Human Services on Sunday night
_that aimed to undermine the efforts of the agency to respond to the COVID-19
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COVID-19 Email Spam Statistics
RisklQ analyzed i

period, RiskiQ an M a rch 3 1 St:

line. There were '

originated from 9 9,592 unique email domains

Analysts identifie

city

Simplified
Learn How to Spot Fake Stimulus
Check Scams

By Trevor Collins

Because of the recent economic downturn, the US
government passed laws 1o give money in the form
of stimulus check for most taxpayers as well as
relief to many small ... [Read More...]
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Understanding VPNs

Remote Access through VPN
g ' | Branch Office VPN |

Factory 1

Head-office

| Mobile User VPN

= IS

Remote / roaming users

Factory 2 |
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= Mobile User VPN

— Connect users’
PC/phones to
home office

= Branch Office VPN
— “Site-to-Site”
— Connect

firewalls over
the Internet



VPN Clients

VPN Feature Com

Features Mobile VPN with SSL  IPSec VPN Client
Windows 8.1,10 v v

Android v* —

Mac OS v v

i0S Vs -

Cryptographic security Good Better

Windows Pre-logon — v

Split Tunneling v v

IPSec Port access required HTTPS only Yes

MFA, including Authpoint v v

Seamless 4G Roaming - v

Integratéd Personal Firewall B > https://www.watchguard.com/wgrd-products/mobilevpn
Customer Branding Option - v

Speed Excellent fGood Excellent

*Must be managed client side
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https://www.watchguard.com/wgrd-products/mobilevpn

Clientless VPN - Access Portal

WGRD Max RDP
Model Sessions*

M270 10
M370 15
M470 20
M570 50
Supports SSO to internal applications such as RDP M670 50
and SSH for convenient access in the browser
M4600 50
M5600 120
 RDP (Remote Desktop Protocol)
. RDP sessions can use up to 100 Mb
« TLS encrypted sessions of Memory

 No client I’equired *Not enforced. Mileage may vary
depending on session type
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Virtual Firewalls

= Add temporary or short-term capacity
— Mobile VPN to Cloud and have a branch tunnel set up to office

vaware == meeot - AKVM QWS AAzure

L ;.:?

Eval time increase to 120 days during COVID-19 crisis @&ChGuard'

; : ; PARTNER PORTAL
Virtual Appliance Evaluation

Simply click on the Request Evaluation button next to the Edition you would like to evaluate. An email will be sent to you with further instructions.

WatchGuard Product SKU Available Used

WatchGuard Firebox V Small 30 Day Evaluation WGVIE779 5 1 Request Evaluation







Best practices for home user / employees

= Be smart — avoid risky clicks &
phishing attempts

= Segregate work computer from
other computers at home

= Make backups!

= Change default passwords on
home routers

= |nstall endpoint protection software
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DNS Filtering

= DNS-level detection, to
block connections to the
bad guys

= Protects end users from
phishing attacks and C2
connections

= URL content filtering
= No VPN required

120-Day Free Trial
Available Now!!

WatchGuard
Security Experts

.D/NS\ Centralized .;‘5\
( o0 ) Policy ( Q}g) )

Simply point
Firebox at
DNSWatch

I All Devices I e 0 =
a’ ‘ 4 :
) ? —»:onscnem:<— -_
oS- .3
- Client redirects DNS, adds company and group information

DNSWatch behind Firebox DNSWatchGO Off-Premises

https://www.watchguard.com/wqgrd-products/dnswatchgo
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https://www.watchguard.com/wgrd-products/dnswatchgo

Umfrage #1

@gcchGuard'
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Protect unauthorized users
from accessing your computer

By protecting your
employee logons you can
quickly and easily close
security gaps that leave
your company vulnerable
to intruders.
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Eliminate the risk of poor password habits
to your network

All it takes for a hacker to gain entry is any ONE of the
following:

One User . One User E= One User
With a bad mumumun | With a keylogger 1 Sharing their
s or Mimikatz password

% k x Password

|

trojan on their
computer
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Provide secure access to essential applications

Enforce MFA and create
secure, remote-access VPN
tunnels to internal resources
and Cloud applications
without requiring additional
hardware or software.
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Protect your company credentials

Eliminate the risk of cyber
attacks due to weak/stolen
passwords

Verify user identity

Authenticate with one-touch
approval

Protect all your applications

Geo-localization enabled
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Check out some quick set-up tips

Join product
experts

Live Q&A A THPU T @atchGuard'
S Il MFA 5 Quick Things to
features DEMU
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https://secure.watchguard.com/authpoint-demo-webinar-registration.html

Umfrage #2

@gcchGuard'
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Umfrage #3

@gcchGuard'
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Download the eBook

Learning from COVID-19:
Security and Continuity Planning .’
B

AnN®
(W)atchGuard

@gcchGuard
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COVID-19 U pd ate California governor issues statewide

_ order to ‘stay at home’ as coronavirus
WatchGuard is ready to help cases soar

Support remains open for @ =@ R -
business §

Products help to secure ]

remote employees _\IF\@}

New resources available 4 RS

Find latest updates and information:
Product Blog: https://www.watchguard.com/wgrd-blog/watchguards-response-covid-19
Website: https://www.watchguard.com/wgrd-solutions/remote-worker
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https://www.watchguard.com/wgrd-blog/watchguards-response-covid-19
https://www.watchguard.com/wgrd-solutions/remote-worker

&
@)atchGuard Solutions Products & Services Resources Partners AboutUs Support Login | Contactus Q @

NG/

WatchGuard Is Ready to Help!

We are offering free and discounted services to help companies protect their mobile workforce.

WatchGuard Passport DNS

policy, and authenticate people anywhere in the world. For a limited time, WatchGuard is offering the DNS filtering and

multi-factor authentication components of Passport - DNSWatchGO and AuthPoint - free for 120 days for up to 250
users.

WatchGuard Passport is a bundle of user-focused security services designed to block phishing attempts, enforce web IQ

@

Free AuthPoint MFA Free DNSWatchGO Learn About Passport

WatchGuard FireboxV and VPN

J i 30X \
Cloud-hosted firewalls can help to load-balance VPN traffic destined for your HQ and scale to accommodate the connections your i ;IrEbOX \\yt\

company requires. To help you get through the surge of VPN traffic, WatchGuard is offering FireboxV licenses free for 120 days. Three
mobile VPN options are supported and available to accommodate your specific needs.

To register for your free FireboxV license, please contact your WatchGuard Partner directly.

Learn About WatchGuard Mobile VPN FireboxV and COVID-19 licensing FAQ
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http://watchguard.com

