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Agenda
§ Quick Look at Hollywood Hacking

– And why Mr. Robot is better

§ Five Real Threats from Mr. Robot
§ Top threats to beware
§ Mr. Robot examples vs real world
§ Corresponding defenses

§ Summarizing Defense
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Hollywood
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Mr. Robot Gets Hacking Right!

5

§ They use the right lingo, the proper way
§ They show REAL existing tools
§ Only a few missteps, mostly to drive “story” 
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Video 1
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Video 2 – Theme #1
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Theme #1: Phishing
9

Real-World
§ 80% of malware is delivered by phishing –

Threatsim
§ 91% of targeted attacks start with SPEAR-

phishing – Trend Micro
§ 76% of organizations reported being victim 

of a phishing attack in 2016 - Wombat 
Security

Mr. Robot
§ Elliot phishes Shayla passwords
§ FBI tries to phish Elliot

– Elliot also reverse phished the FBI
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Phishing – luring a victim into giving up credentials or 
doing something via a legitimate seeming email 

Spear-phishing – A more customized phishing 
email that targets a specific individual or group

Whaling – spear-phishing that targets C-levels

Flavors of Phishing

Old phishing example:
• Not individualized
• Bulk recipients
• Uses real assets
• Malicious document
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Spear-phishing example:
• Personalized to me
• Fits my job role
• Understands business 

relationships
• Sender makes sense in 

context
• Malicious attachment fits 

context

Phishing – luring a victim into giving up credentials or 
doing something via a legitimate seeming email 

Spear-phishing – A more customized phishing 
email that targets a specific individual or group

Whaling – spear-phishing that targets C-levels

Flavors of Phishing



Copyright ©2019. WatchGuard Technologies, Inc. All Rights Reserved

Users Still Click Phishing Emails
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Focus on phishing trainingLink filtering

Prevention: DNS Blocking & Awareness Training
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Video 3 – Theme #2
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Theme #2: Ransomware
16

Real-World
§ Ransomware was top payload 2016/2017
§ Estimated to cost $5 Billion in loses (2017)
§ WannaCry the first RansomWORM

Mr. Robot
§ Darlene uses Social Engineers Toolkit  

(SET) to create infected USB
§ Ransomware looks very much like 

Cryptowall
§ Jester: a popular real-world hacker
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Ransomware Hitting State and Local
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Prevention: Advanced Malware Detection 

Bitdefender 
Gateway 
Antivirus

Cylance AI
Malware 

Protection

APTBlocker
Sandbox

Web
§ HTTP
§ HTTPs

Email
§ SMTP
§ IMAP
§ POP

Others…

The most advanced malware protection on the market
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Video 4 – Theme #3
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Theme #3: IoT Attacks
21

Real-World
§ Mirai Botnet infected > 300K devices
§ Created record 1Tbps DDoS Attacks
§ Devices from kids toys to home 

automation hacked

Mr. Robot
§ Hack started with the wearable 

(Bluetooth?)
§ Entered password twice… Accel tracking?
§ No tech detail, but theoretical accurate 

result of home automation hack
§ Did you spot the hacker?
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Video 5
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IoT Attacks Build Off Mirai
23

Krebs hit with 620Gbps DDoS OVH hit with 1Tbps DDoS

IoT DDoS targets DNS Mirai Copycats
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Security by Design

Firmware needs updates too

Network protection is device 
agnostic

Prevention: IoT Defense

Segment your IoT equipment
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Video 7 – Theme #4
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Theme #4: Wireless Hacks
27

• Attacker sits by pool with 
a Pineapple

• Copies hotel’s real Wi-Fi
• Guests phones/tablets 

auto-connect
• Attacker sees/steals in 

real time:
• Credit card number
• Flight itinerary
• Email address and password

• Leaving no trace behind

Read story at Secplicity.org:

Wireless hacks are real: Hotel Wi-Fi Hacking
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Russian Evil Twin Attacks
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Prevention: WatchGuard Wi-Fi WIPS
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Video 8 – Theme #4
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Theme #5: Authentication Attacks
31
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Video 9
32
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Mimikatz in Real Life (IRL) 33

§ Mimikatz is a 
password/credential 
stealing tool used by 
hackers and pen-testers

§ Mimikatz remained the 
#1 malware all 2018
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Employee PC 
and network login

Remote access

Privileged users
access

Access to cloud 
services (SaaS)

Easy multi-factor authentication (MFA) for:

Prevention: AuthPoint Secures Log-in
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Layered Defense Still Wins… 38

Bulletproof 
GlassTank Armor Bulletproof 

VestSecure 
Facility

Chemical 
Safety

Cyber Security

…but here’s what to focus on in 2020
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2020 Focus: Industry-Leading Advanced 
Antimalware Pipeline

39

IntelligentAV

Gateway AntiVirus
Catches the most common
malware on the internet

APT Blocker
Behavioural sandbox solution
identifies most evasive malware

TDR
Host-based solution detects &
remediates what slips through

AI-based antimalware predictively
stops zero day malware immediately

Unified Security Platform



Copyright ©2019. WatchGuard Technologies, Inc. All Rights Reserved

2020 Focus: MFA with AuthPoint 40

Jetzt für 60 Tage kostenfrei!
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2020 Focus: DNS Filtering 41
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Mr. Robot Rewind: Analyzing Hackuracy

42

https://www.geekwire.com/?s=Mr.+Robot+Rewind
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Neuigkeiten
§ WatchGuard kündigt Kauf von Panda 

Security an
§ Fast an jedem Tag ein Webinar
§ MFA für 60 Tage kostenfrei

44
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THANK YOUDanke
Michael Haas
+49 170 7727415
michael.haas@watchguard.com


