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SD-WAN

SD-WAN (Software Defined Wide Area Networking) ermoglicht:

Eine Hybrid-WAN Architektur zur gesteigerten Performance bei
Verwendung von Cloud Applikationen

Kontrolle der WAN Kosten mit geringer Auswirkung auf die Netzwerk
Effizienz

Erleichterte Verwaltung mehrerer WAN Leitungen durch Automatisierung




Automatische Leitungswahl fur beste
Performance.
SD-WAN ist die “Echtzeit Navigation” fur Netzwerke
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Dynamic Path Selection basierend auf
aktuellem Zustand

Entscheidungen werden
automatisiert basierend auf
der aktuellen “Leitungsgute”,
ermittelt durch
kontinuierliche Messung,
durchgefuhrt

Measurements of jitter, packet loss, Iate,,ncy”

Dynamic Pa
Selection
Business -
Applications

4G Cell

Policies determine

o minimum line quality for
different types of traffic
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SD-WAN und WatchGuard Firebox

= Uber 20 Jahre Erfahrung bei Firewalls mit
fortschrittlicher Netzwerk-Funktionalitat

= Durch RapidDeploy, zentralem
Management und verlasslichen BOVPNs
bestens geeignet fur verteilte Infrastruktur

= Bekannt fur einfach verwaltbare “enterprise-
grade security” Funktionen

4G Cell

SD-WAN ist als Standard Funktion fur alle
Firebox Appliances verfugbar.

Business
Applications
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SD-WAN Actions

= SD-WAN action
(Web Ul)

Name VoIP.SDWAN.Action

Description

SD-WAN Interfaces

Select the interfaces to include in this SD-WAN action. For useful loss, latency, and jitter metrics, we recommend that you specify targets other
than the default gateway. To change a target, edit the Link Monitor configuration.

Ping (4.2.2.1)

External-1 Ping (8.8.8.8)

Interfaces

Ping (4.2.2.1)

al-
External-2 Ping (8.8.8.8)

ADD REMOVE MOVE UP MOVE DOWN

Metrics Settings

Select measurements and specify values that determine when failover occurs to another SD-WAN interface. Failover occurs if the value for any
selected measurement is exceeded

' MEASUREMENT VALUE N

¥ Loss Rate

Metrics =

[ Latency 20 milliseconds

[« Jitter "
k - 10 milliseconds )

[_] Fail over if values for all selected measurements are exceeded.

Failback for Active Connections

Select how the Firebox handles failback for active and new connections.

Immediate: Active and new connections use the failback {original)it v

F a i I ba C k No failback: Active and new connections use the failover interface
Immediate: Active and new connections use the failback (original) interface

Gradual failback: Active connections use the failover interface; new connections use the failback interface

a'tchGuard'

Copyright ©2019 WatchGuard Technologies, Inc. All Rights Reserved




SD-WAN Actions

n SD_WAN aCtlon B Add SD-WAN Action v

Name: Test. SDWAN.action

(Policy Manager) .

Select the interfaces to include in this SD-WAN action. For useful loss, latency, and jitter metrics, we recommend that you specify targets
other than the default gateway. To change a target, edit the Link Monitor configuration.

Include Interface Targets Move Up
I n te rfa Ce S Externak-1 Ping (Default gateway) B
External-2 Ping (Default gateway) sove LowWn
[ Metrics Settings
Select measurements and specify values that determine when failover occurs to another SD-WAN interface. Failover occurs if the value for
i eeded.

[J Loss Rate 5K %

Metrics ol Owteny | 205 ms

[ Jitter 103 ms

[] Fail over if values for all selected measurements are exceeded.

r Failback for Active Connections
Select how the Firebox handles failback for active and new connections.

F a i I b a C k ’ Immediate failback: Stop all active connections immediately. v

~|NO failback: Stay on the failover interface even for new connections.

Immediate failback: Stop all active connections immediately.
Gradual failback: Allow active connections to use failover interface. Cancel Help

&
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SD-WAN Actions

SD-WAN actions ersetzen policy-based routing

SD-WAN actions bieten optimierte granulare Kontrolle Gber
die Verwendung der WAN-Leitungen (inclusive Failover und

Failback) pro Policy.

Netzwerk Performance Parameter (packet loss, latency, jitter)
flieRen in die Betrachtung ein und konnen fur Failover und
Failback genutzt werden.

Alternativ kann (wie bisher) der Zustand (up/down) der
Schnittstelle fur eine Failover/Failback Entscheidung genutzt
werden.

Insbesondere fur Latenz-sensitive Applikationen (VolIP, Video-
Conferencing) sind SD-WAN actions ein effektives Werkzeug.

@ﬁch(}uard
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SD-WAN Actions

SD-WAN actions in einer Policy haben Vorrang vor den
globalen multi-WAN Einstellungen.

Konfiguration von SD-WAN actions:
Web Ul — Network > SD-WAN
Policy Manager — Network > Configuration > SD-WAN

Anpassungen konnen auch direkt uber die Policy
durchgefuhrt werden.

Eine SD-WAN action definiert:
Eine oder mehrere Schnittstellen
(Optional) Loss, latency, und jitter Schwellwerte

Failback Methode

@ﬁch(}uard
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Link Monitor

= Die Link Monitor Einstellungen ermoglichen eine
“Uberwachung” der Leitungen

= Auch VPN Virtual Interfaces kdnnen gepruft werden

Select to
measure loss,
latency, and
jitter for one
target

&
@atchGuard

. Network Configuration

Interfaces Link Aggregation Bridge VLAN Loopback Eridge Frol

Link Monitor Configuration
-External Interfaces: -

External
External-2

“0l= WINS/DNS Dynamic DNS Multi-WAN Link Monitor  SD_WAN  PPPoE

- Settings:
Enable Link Menitor for this interface

Select the targets to verify the status of External. If you add custom targets, the default gateway target is
replaced. Otherwise, the default gateway target is used.

Type Target Measure Loss, Latency, and Jitter ' Add

Ping 8.8.8.8 [ Edit
Ping 4221 V]
' Delete

[:] Require a successful probe to all targets to define the interface as active.
Use these settings for External:

Probe Interval: | 5 ; Seconds
Deactivate After: 31._3_.‘ Consecutive Failures
Reactivate After: 3? Consecutive Successes

X
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SD-WAN mit BOVPN

= 2 BOVPN Virtual Interface Tunnel zwischen den Standorten
* Mit Konfiguration einer ,virtual Interface IP*
= Aktivierung des Link-Monitor fur das VPN Interface

= SD-WAN Actions ermoglichen eine flexible Lastverteilung

E xternal interfaces

External interface External-1 —198.51.100.2 (low latency connection)
External—203.0.1132 Extemal-2-1920.22

BOVPN virtual interfaces BOVPN virtual interfaces

Bovpn Vif low-latency via External (VoIP traffic) Bovpn Vif low-latency via Extemal-1 (VoIP traffic)

Bovpn Vif high-latency via Extemal

Bovpn Vif high-latency via External-2

—————— — ——— — e S

BOVPN VIF BOVPN VIF
LAN LAN
Trusted interface Trusted interface
10011 10.0.100.1
Site A (Headquarters) Site B (Branch Office)

https://www.watchquard.com/help/docs/help-center/en-US/Content/en-US/Fireware/bovpn/manual/bovpn_vif pbr c.html

&
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BOVPN Virtual Interface

= Konfiguration von 2 BOVPN Virtual Interface Tunneln mit

Jvirtual Interface |P

VPN Virtuat Interfaces ( Edit

“ Click the lock to prevent further changes

Interface Name BovpnVif.t70jsp
Device Name bvpn1
Remote Endpoint Type Firebox j ]

Gateway Address Family IPv4 Addresses :]

Gateway Settings VPN Routes Phase 2 Settings Multicast Settings

VPN Routes

Specify the routes that will use this VPN virtual interface

ADD EDIT REMOVE

Interface

Assign virtual interface IP addresses (required for dynamic routing)
Local IP address 172.16.85.1
Peer IP address or netmask 172.16.85.2

Use a netmask for a VPN to a third-party endpoint.

ﬁchGuard’

BOVPN Virtual Interfaces  Edit

‘1 Click the lock to prevent further changes

Interface Name BovpnVILT70JSP-Backup

Device Name bvpnd
Remote Endpoint Type Firebox :J o

Gateway Address Family |Pv4 Addresses -.J

Gateway Settings  HRVINEY

Phase 2 Settings Multicast Settings -

VPN Routes

Specify the routes that will use this VPN virtual interface
D

ADD EDIT REMOVE

Interface
Assign virtual interface IP addresses (required for dynamic routing)
Local IP address 172.16.85.3

Peer IP address or netmask 172.16.85.4

Use a netmask for a VPN to a third-party endpoint.
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Link Monitor

= Link Monitor fur beide VPN Tunnel aktivieren

Link Monitor / Edit

“ Click the lock to prevent further changes

Interface Name: BovpnVif.t70jsp

To verify the status of the interface, the virtual IP address of the peer is monitored with ping probes. To change the virtual IP address, edit the BOVPN virtual interface configuration.

(e R, gy e s Loss, Larencr, o seren

Ping Peer 1P address [« ]

ADD EDIT REMOVE

Require a successful probe to all targets to define the interface as active,

Probe Interval 5 :  seconds
Deactivate after 3 ©  consecutive fallures
Reactivate after 3 I consecutive successes

ﬁchGuard'
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SD-WAN Actions

SD-WAN / Edit

i\ Click the lock to prevent further changes

SD-WAN Action Settings

Name VPN-Line2-Prio Description

SD-WAN Interfaces

Select the interfaces to include in this SD-WAN action. For useful loss, latency, and jitter metrics, we recommend that you specify targets other than the default target. To change a target, edit the Link Monitor configuration.

BovpnVif.T70JSP-Backup Ping (Peer IP address)

BovpnVif.t70jsp Ping (Peer IP address)

ADD REMOVE MOVE UP MOVE DOWN

Metrics Settings
Select measurements and specify values that determine when failover occurs to another SD-WAN interface, Failover occurs if the value for any selected measurement is exceeded.
MEASUREMENT VALUE
Loss Rate 5 5 | o
# Laten a
@ 24 20 °  milliseconds
il 10 °  milliseconds

ﬁchGuard’
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Firewall-Policies

= Zuweisung der jeweiligen SD-WAN Action in den Policies

Firewall Policies / Edit

‘\ Click the lock to prevent further changes

Name

I Settings m

Connections are

#.192.168.130.10

ADD REMOVE

N

Flrewall Policies / Edit

“ Click the fock to prevent further changes
Name WG-Fireware-XTM-Webl|_Azure-SDW Enable

SD-WAN Application Control Geolocation Traffic Management Scheduling Advanced

SD-WAN Action

VPN-Line2-Prio :l

SD-WAN Action Settings

Name ' VPN-Line2-Prio Description | Descriptior

SD-WAN Interfaces _

Select the Interfaces to include in this SD-WAN action. For useful loss, latency, and jitter metrics, we recommend that you specify targets other than the default target. To change a target, edit the Link Monitor
configuration,

INTERFACE NAME TARGETS

BovpnVif.T70)SP-Backup Ping (Peer IP address)
BovpnVif,t704sp Ping (Peer IP address)
ADD REMOVE MOVE UPF MOVE DOWN

ADD REMOVE
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Regel fur Link-Monitor

= Achtung: Wenn keine ,Default VPN Regel® genutzt wird, so
muss Ping zwischen den virtual Interface IPs erlaubt sein,
damit der Link Monitor funktioniert.

Firewall Policies Edit

ire es
‘\ Click the lock to prevent further changes

Name  Ping.Link-Monitor_VPN Enable

Connections are Allowed j Policy Type Ping
o> | prorocor

ICMP (type: 8, code:
255)

2:172.16.85.0/24 2:172.16.85.0/24
ADD | REMOVE ADD = REMOVE

@ atchGuard
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Kontrolle der SD-WAN Nutzung

= WatchGuard Cloud stellt den SD-WAN Status langfristig dar

@atchGuard

Monitor

» “ Fireboxes

Device Summary
Logs >

Dashboards >

Ol
EH Today: 2019-11-20 v

FBX-DefGate

Monitor Configure

Summary Status

Web >
Traffic >

INTERFACE LOSS (MIN/AVG/MAX, %) LATENCY (MINJAVG/MAX, MS) JITTER (MIN/AVG/MAX, MS)
Services >

BovpnVif Azure-1 0/0/0 13.182/13.263/13.319 0.234/0.339/0.439
Mail >

BovpnVif.Azure-2 0/0/0 13.222/14.433/16.371 0.252/0.986/1.980
Device »

BovpnVif.t70jsp 46/86/100 0.000/7.025/15.489 0.000/0.110/0.263
Detail >

BovpnVif.T70)SP-Backup 46/86/100 0.000/7.836/17.500 0.000/0.431/1.590
Compliance >

External 0/0/0 5.109/5.411/30.754 0.017/1.991/165.800
Health v

WAN-2 100/100/100 0.000/0.000/0.000 0.000/0.000/0.000

Interface Summary

SD-WAN

Per Client Reports

&
atchGuard
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Kontrolle der SD-WAN Nutzung

= Dashboards zu SD-WAN in
der Web-UI

* Auch Firewatch mit Blick
auf Interface (In) / (Out)

= Status zu SD-WAN in der Web-UI

~
Q } Click the Jock to prevent further changes

SD-WAN Status

18
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Global MWAN Fallover
Test-SDWAN Fallover
VPN_LInel-Pria Failover l_70]_sp
VIf.T70ISP-Backup
80 5 =
’ VPN-Line2-Prio Fallover BovpnVif.T7015P-Backup
t I ( i BovpnVif.t70jsp




Kontrolle der SD-WAN Nutzung

Traffic Monitor stellt die genutzte Schnittstelle in jeder
Logmeldung dar.

@gchGuard

DASHBOARD

ork D
SYSTEM STATUS

NETWORK

FIREWALL

SUBSCRIPTION SERVICES

AUTHENTICATION

VPN

SYSTEM

Fireware Web Ul

Click the lock to prevent further changes

Traffic Monitor

192.168.86

2 Lab-SRV O-External Allowed 52 127 lM'amgemen server- HI TPS-
13 8080 2-Lab-SRV BovpnVif. T70JSP-Backup-bvpnd Allowed 52 127 ( WG F roware-XTM- Wa:)UI _Azure-SDWAN OO

» 50317 8080 2-Lab-SRV BovpnVif. T70JSP-Backup-bvpnd Allowed 52 127 (WG-Fireware-XTM-WebUI_Azure-SDWAN-00) p

) 50318 8080 2-Lab-SRV BovpnVif.T70JSP-Backup-bvpnd Allowed 52 127 (WG-Fireware-XTM-WebUI_Azure-SDWAN-00
y 50319 8080 2-Lab-SRV BovpnVif. T70JSP-Backup-bvpnd Allowed 52 127 (WG-Fireware-XTM-WebUI_Azure-SDWAN-00
50320 8080 2-Lab-SRV BovpnVif. T70JSP-Backup-bvpnd Allowed 52 127 (WG-Fireware-XTM-WeblUI_Azure-SDWAN-O!

) 50321 8080 2-Lab-SRV BovpnVif. T70JSP-Backup-bvpnd Allowed 52 127 (WG-Fireware-. XTM We':;UI |_Azure- SDWAN )

19—11 20 11 28 55 Allcw 192 168 130 10 192 168. 86 254 icmp 2 Lab—SRV BOJan(f t70}5p-bvpn1 Allowad 60 127 (Plng AV\’S SD-WAN- 00
2019-11-20 11:28:56 Allow 192.168.130.10 192.168.86.254 icmp 2-Lab-SRV BovpnVif.t70jsp-bvpn1 Allowed 80 127 (PlngJ\\/\’SiSD -WAN-00
2019-11-20 11:28:57 Allow 192,168.130.10 192.168.86.254 icmp 2-Lab-SRV BovpnVif.t70jsp-bvpn1 Allowed 60 127 (Ping_AWS_SD-WAN-00
[2019-11-20 11:28:58 Allow 192.168.130.10 192.168.86.254 icmp 2-Lab-SRV BovpnVif.t70jsp-bvpn1 Allowed 60 127 (Ping_AWS_SD-WAN-00
2018-11-20 11:28:59 Allow 192.168.130.10 192.168.86.254 icmp 2-Lab-SRV BovpnVif.t70jsp-bvpn1 Allowed 80 127 (Ping_AWS_SD-WAN-00
2019-11-20 11:29:00 Allow 192.168.130.10 192.168.86.254 icmp 2-Lab-SRV BovpnVif.t70jsp-bvpn1 Allowed 60 127 (Ping_AWS_SD-WAN-00)
2019-11-20 11:29:01 Allow 192.168.130.10 192.168.86.254 icmp 2-Lab-SRV BovpnVif.t70jsp-bvpn1 Allowed 80 127 (Ping_AWS_SD-WAN-00
2019-11-20 11:29:03 Allow 192.168.130.10 192.168.86.254 icmp 2-Lab-SRV BovpnVif.t70jsp-bvpn1 Allowed 80 127 (Ping_AWS_SD-WAN-00
2019-11-20 11:29:03 Allow 192,168.130.10 192.168.86.254 icmp 2-Lab-SRV BovpnVif.t70jsp-bvpn1 Allowed 60 127 (Ping_AWS_SD-WAN-00
2019-11-20 11:29:08 Allow 192.168.130.10 192.168.86.254 icmp 2-Lab-SRV BovpnVif.t70jsp-bvpn1 Allowed 80 127 (Ping_AWS_SD-WAN-00
[2019-11-20 11:29:13 Allow 192,168.130.10 192.168.86.254 icmp 2-Lab-SRV BovpnVif.t70jsp-bvpn1 Allowed 60 127 (Ping_AWS_SD-WAN-00
2019-11-20 11:29:18 Allow 192.168.130.10 192.168.86.254 icmp 2-Lab-SRV BovpnVif.t70jsp-bvpn1 Allowed 60 127 (Ping_AWS_SD-WAN-00
2019-11-20 11:20:23 Allow 192.168.130.10 192.168.86.254 icmp 2-Lab-SRV BovpnVif. T70JSP-Backup-bvpn4 Allowed 60 127 (Ping_AWS_SD- WAN 00)
2019-11-20 11:29:24 Allow 192.168.130.10 162.168.86.254 icmp 2-Lab-SRV BovpnVif. T70JSP-Backup-bvpn4 Allowed 60 127 (Flng_AWSVSD -WAN-00)
2019-11-20 11:29:25 Allow 192.168.130.10 162.168.86.254 icmp 2-Lab-SRV BovpnVif.T70JSP-Backup-bvpn4 Allowed 60 127 (Ping_AWS_SD-WAN-00)
[2019-11-20 11:29:26 Allow 192.168.130.10 192.168.86.254 icmp 2-Lab-SRV BovpnVif. T70JSP-Backup-bvpn4 Allowed 60 127 (Ping_AWS_SD-WAN-00)
2010-11-20 11:29:27 Allow 192.168.130.10 192.168.86.254 icmp 2-Lab-SRV BovpnVif. T70JSP-Backup-bvpn4 Allowed 60 127 (Ping_AWS_SD-WAN-00) |

19

User: admin @ @

Copyright ©2019 WatchGuard Technologies, Inc. All Rights Reserved




20

Auslosen eines Failovers

= Eine einfache Moglichkeit SD-WAN Failover zu testen ist das
deaktivieren eines der BOVPN Virtual Interfaces.

* Im Traffic Log wird der Failover und Failback sofort sichtbar

BOVPN Virtual Interfaces

‘\ Click the lock to prevent further changes

e e GaTewa Aooress paviLY

BovpnVif.t70jsp Yes 1Pv4
BovpnVif.Azure-1 1Pv4
BovpnVif.Azure-2 Yes IPv4
BovpnVIf.T70)SP-Backup Yes IPv4

ADD EDIT REMOVE ENABLE DISABLE REPORT

@ atchGuard
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Live Demo
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Vielen Dank!
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NOTHING GETS
PAST RED.
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