S
Sichere Wi-Fi etze_ einrichten mit Discover

[




WatchGuard Wi-Fi Cloud

Skalierbares Cloud management

Patentierte WIPS Funtkionalitat

Intelligent Network Visibility und Troubleshooting
Interaktion mit Gasten (Hotspot)

Location-based analytics

Reporting und Visibility




Wi-Fi Subscriptions

-

WatchGuard Wi-Fi Solution Total Wi-Fi | Secure Wi-Fi  Basic Wi-Fi

Management Platform Wi-Fi Cloud Wi-Fi Cloud A:gﬁ::;(e*
Scalability Unlimited Unlimited Limited**

Number of managed access points.

Configuration and Management
SSID configuration with VLAN support, band steering, smart steering, fast roaming, v / \/
user bandwidth control, Wi-Fi traffic dashboard,

Additional Wi-Fi Cloud-based Management
Radio Resource Management, Hotspot 2.0, enhanced client roaming, nested folders
for configuration before deployment, Integration with 3rd party WLAN controllers.

Intelligent Network Visibility and Troubleshooting
Pinpoint meaningful network problems and application issues by seeing when an
anomaly occurs above baseline thresholds and remotely troubleshoot.

v

Verified Comprehensive Security
A patented WIPS technology defends your business from the six known WI-Fi threat
categories, enabling a Trusted Wireless Environment.

GO Mobile Web App

Quickly and easily set-up your WLAN network from any moblle device.

Guest Engagement Tools
Splash pages, soclal media integrations, surveys, coupons, videos, and so much
more.

Location-based Analytics
Leverage metrics like footfall, dwell time, and conversion to drive business decisions v
and create customizable reports.

Support
Hardware warranty with advance hardware replacement, customer support, and Standard Standard Standard
software updates

420 access points recommended for each Firebox model. 4 access points are recommended for the T-15 Firebox model.
*Requires Firebox with active support contract.

Copyright ©2019. WatchGuard Technologies, Inc. All Rights Reserved
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Navigator — Location Hierarchy

O i F € Search the Locations tree

¥ [ ACME MSP with Below Subscribers

=1 Staging Area e
>

Andrew's Tacos

= Turn on/off security status

— Default folder for all newly
e s activated APs

S Use folders to group objects
S ee—— by location, configuration,
setup, or other attributes

» | Jack's Ice Cream Shops

» [T Nate's Breweries

) ~ Nodes are at the lowest level in
. < the tree and represent floors
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Neue Accesspoints hinzufugen
Nach Aktivierung eines neuen Accesspoints wird dieser
in Staging Area dargestellt.

Der Status kann unter Monitor > Wi-Fi > Access Points
in der Staging Area angezelgt werden

w ‘i’(Cf Giard Search Folders / Floo
Showing Security Status
~ iFi “lient g O
DASHBOARD ¥ 1 ACME MSP with Below Subscribers WIF' Bl s Ra
MONITOR =] Staging Area .
ik 2 Access Points
CONFIGURE » [71 Andrew's Tacos
Stat Name Updat

TROUBLESHOOT » [T Jack's Ice Cream Shops _ )

: ; WatchGuard _13:05:... @
FLOOR PLANS 1 Jay's Electronics Stores : - watiiBusrd 1301 @




Verschieben von Accesspoints

Move To @

Selected Location: Issaquoh, WA

v 1 ACME MSP with Below Subscribers
= Stagng Area
¥ [ Andrew's Tacos
* [ soston, MA
» 2 issaquah, WA
* [ San Diego, €A
» (3 ukiah, cA
» [ Jack's Ice Cream Snops
3 Jay's Electronics Stores
* [ Motthew's Software Contractors Inc
[ Mitena's Marketing Consultants
» [ Nate's Brewenes
» [ 0's Fitness Centers

» 1 Scott's IT Pros

CANCEL

Copyright ©2019. WatchGuard Technologies, Inc. All Rights Reserved
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Create a New SSID

Die Location wird festgelegt und Uber
Configure > WiFi > SSID, per Add SSID
eine neue SSID = ~ py

W)atchGuard

h [] f L Showing Security Status
I n Z u g e u g . DASHBOARD v | ACME MSP with Below Subscri \X/|F| — RADIUS

(2 staging Area
MONITOR

> Andrew's Tacos

CONFIGURE

> Jack's Ice Cream Shops

TROUBLESHOOT

Jay's Electronics Stores

FLOOR PLANS

Matthew's Software Contr

REPORTS

ES Lobby

SYSTEM Add SSID

Milena's Marketing Consu

» Nate's B

> O's

> Scott's IT Pros
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SSID Configuration
= Ein Wizard leitet durch die Schritte der Einrichtung

@ 0'S Fitness Member Wi-Fi Basic Security Network Captive Portal
© O's Fitness Member Wi-Fi Basic  Secwity  Network  Captive Portal

© O'S Fitness Membe =

’ 551D Name * ‘
as

Fitness Member Wi-F

Select Security Level for Asso| =727

Select 551D Type

\x'mam @ uest ) . Open

| Hide SSID WPA2
WPA/WPA2 Mixed Mode

[¥] Advertize Ciient Associations on SSID VLAN

DHCP Option 82

e m
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Roaming unterstutzende Funktionen

802.11r Fast Roaming 802.11k und 802.11v
(far neuere Clients)

@

Basic Sacurity Network RF Optimization 8

[_] Miugate WPAWPAZ key reinstallation vulnerabilities in clignts

802.11k Neighbor List

L] Neighbor List for Both 2.4 GHz and 5 GHz Bands
v Show Less
802.11v BSS Transition

_| Disassociation Imminent

2 v Menagerant Frarme Srotecton her Sulte
Disabled -
SA Query Max Timeout SA Query Retry Timeout
seconds [1 - 10; 200 = mitiiseconds (100 - $00]
[ 80211
Ouverthe DS [ Miced Made
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RF Optimizations

Smart Client Load Balancing — intelligente Verteilung der
Clients

Smart Steering — Clients mit “schlechtem Empfang”
werden aktiv abgemeldet durch den Accesspoint

Min Association RSSI — Anmeldeversuche von Clients m|t
SChIeChtem Empfang © O's Fitness Member Wi-Fi O] P | PO | T———| | FST— R, -
werden abgewiesen.

K EEA




RF Optimizations

Band Steering — 5 GHz fahige

Clients werden priorisiert in © O'S Fitness Member Wi-Fi
diesem Frequenzbereich
angemeldet.
Enforce Steering — zusatzliche

Band Steering

Pakete stellen sicher, dass der
Client nach Moglichkeit 5 GHz
nutzt.

Enforce Steering
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Broadcast/Multicast Control

@ My SSID Basic Security Network RF Optimization | @

Broadcast/Muiticast Control

Block Wireless to Wired Allow Bonjour

Exemption List

Nam: EtherT:
‘ = @ My SSID Basic Security Newwork RF Optimization | ©

Destination MAC Protocol Port [C] Broadcast/Multicast Control

IGMP Snooping

IGMP Snooping Exception List Snoop Timeout *

Enter IP Address 5 s minuzes [1 - 480]

You can specify up 1o 30 multicast IF sodresses (range: 224.0.0.0 - 239 255 255 255)

[C] ConvertMu

t to Unicast

Copyright ©2019. WatchGuard Technologies, Inc. All Rights Reserved
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Traffic Shaping & QoS

= Parameter zu Multicast und Unicast Data Rate anpassen

Muilticast. Broadcast and Management Rate Control

Set the data rate for multicast, broadcast and management traffic to

24 = Mbps [0

54]

Unicast Rate Control

[[] Limit the maximum unicast traffic data rate to Limit the minimum unicast traffic data rate 10
0 ° Mbps [0 - 54) 24 ~ Mbeps [0 - 54]

Apply to all clients including 802.11n and 802.11ac

Copyright ©2019. WatchGuard Technologies, Inc. All Rights Reserved
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Captive Portal Konfiguration

@ 0O'S Fitness Member Wi-Fi Basic Security Network Captive Portal

Captive Portal

Cloud Hosted w

AP Hosted
Authentication Plugins & Quality of Service
Cloud Hosted | Select login method for guest WiFi users
Clickthrough
Third-Party Hosted
Social
— Username/Password

- Allow Guest Users to Self-Register

- Admin Generated Credentials

Passcode through SMS
Webform

Copyright ©2019. WatchGuard Technologies, Inc. All Rights Reserved
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Device Settings

Device Settings dienen der Accesspoint Anpassung im Sinne von Operating Mode,
Steering Parametern, etc.

DeVICe SettlngS Werden automat|S|ert WiFi SSID RADIUS  Tunnellnterface  RoleProfile  Radio Settings [SEUSSREITES
von ubergeordneten Locations geerbt ok

Die Vererbung kann aufgehoben e

Werden seconds {10 - 60]

Farblicher Indikator in den Device |

Settings

Ein “Rollback” auf die Einstellungen
der Ubergeordneten Struktur ist
moglich

Configuration is customized at the selected folder. Inherit configuration from parent folder?

Copyright ©2019. WatchGuard Technologies, Inc. All Rights Reserved




Scanning Settings for WIPS and RF

Accesspoints mit 2 Radio Modulen werden

P WF % Ssi RAD! unnel Interface ole Profile adio Settings
als dedizierte WIPS Sensoren e o wous Twdmee  terote  wdoseis []
genutzt.”Overlay” — schitzt auch ek T

bestehende Wi-Fi (3 Party) Infrastruktur. “~N\

Turn Access Points into Dedicated WIPS Sensors

Background scanning Optionen bei dual

radIO APS Scanning
Ku rzer Scan um VOI P Kommu nikation VolP-aware Scanning| @ Background Scanning
weniger zu beintrachtigen. i ~ WiFi Access Duration

! No Scanning

‘ - 100 < nullxsex(w Y < seconds [5 - 3600]
Standard” background Scan

Verzicht auf die WIPS Funktion und

. iFi Security Features
auf Background Scanning. /LI'WF Security Feat
. . . . . ltect WiFi security threats such as Rogue APs, This
AktIVIGrt dle WIPS SlCherheltSfunktlon ;'D:fmh(?i:(%h ;fu:;":s’:\'l:h‘z d,elv'm:fg -
im Background Scanning Modus : :

ering

Copyright ©2019. WatchGuard Technologies, Inc. All Rights Reserved
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Radio Settings

Konfiguration der Einstellungen fur 2.4 GHz and 5 GHz
Optional kann "Dynamic Channel Selection™ aktiviert

werden

WlFI v SSiD RADIUS Tunnel Interface Role Profile

Device Settings

5 GHZ

2.4 GHZ
Operating Channel
Channel Selection Channel Width
@auo O Manual ® 20MHz () 20/40MHz
Sel | |

— Dynamic Channel Selection

21
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Authorized WiFi Policy

Festlegung der WiFi Richtlinien pro Location (Vererbung
in untergeordnete Locations)
Z.B. SSID Name, Security Parameter, Wi-Fi Vendor, etc.

Verstoldt ein Accesspoint gegen die zugewiesene
Authorized WiFi Policy, so gilt dieser Accesspoint als
“misconfigured”

Ermdglicht aktive “Uberprifung” der
Richtlinieneinhaltung — auch bei 3 Party Accesspoints.

Copyright ©2019. WatchGuard Technologies, Inc. All Rights Reserved
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Authorized WiFi Policy
Configure > WIPS > Authorized WiFi Policy

/c a )\ 3

(WatchGuard E ACME MSP with Below ... ~ O's Fitness Centers
DASHBOARD WIPS »  Access Point Auto-classfication
MONITOR External Access Points
CONFIGURE WiFi -

itentially External APs in the Uncategorize
TROUBLESHOOT Alerts
WIPS » Access Point Auto-classfication

FLOOR PLANS
REPORTS Automatically classify pe Clehitiuto-dassticaton ed

Automatic Intrusion Prevention

[ Authorized WiFi Policy ]

SYSTEM

Copyright ©2019. WatchGuard Technologies, Inc. All Rights Reserved
B



25

Configure > WIPS > Authorized WiFi Policy

WIPS »  Authorized WiFi Palicy @

® Hello World

Ary ] PeAP [ eap-TLS [] eap1is [] eAp-sasT
1 EapsiM

802.11w

® any ) Enabled ) Disabled

Allowed Networks

& any

Allowed AP Vendors

] any
Select vendors for Autharized access pomts using this SSID
WarchGuard x Cizco % Chsco-Merak x Rackus x
Agichive % Ubscpiith % Atuby %

Restore Defaults Cancel m SAVE & APPLY

Copyright ©2019. WatchGuard Technologies, Inc. All Rights Reserved
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Wireless Intrusion Prevention System (WIPS)

)
Access Point uberwacht PO—
die Wi-Fi Umgebung | -+
auf schadliche Aktivitaten e N -

7777777777777777777777

«««««««

WIPS Technologie blockiert ’a e
die Gefahr automatisch

AUTHORIZED

“Sicherheits Schild” fur lhr
Unternehmen und die Nutzer

Copyright ©2019. WatchGuard Technologies, Inc. All Rights Reserved




Client Auto-classification

Empfohlene Anpassung der Default Konfiguration

‘w:ﬁchv]u,m E ACME MSP with Below
ReCIaSSify Exte rnal DASHBOARD WIPS = Client Auto-classification
Clients as “Authorized”. .

CONFIGURE

ReCIaSSify Guest TROUBLESHOOT
Clients as “Authorized”.

REPORTS Association Based Classification

'

Automartically ify newly

cted below.

SYSTEM

v Clients Connecting to Authorized Access Points

Classify Uncategorized Clients as Authorized v

External Clients as Authorized ¥

! Red Guest Clients as Authorized ¥

ExceptV

They conn o a misconfigured aut d Access Point
The client’s wireless traffic is not visible on the wired network

Copyright ©2019. WatchGuard Technologies, Inc. All Rights Reserved
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WIPS Konfiguration

Die aktive und automatischen Abwehr von gefahrlichen
Aktivitaten wird hier festgelegt

Bitte in Zusammenhang mitder w8 -
geplanten Installation prufen

Empfohlene Anpassungen der
Default Konfiguration:

,MAC Spoofing”“ aktivieren

] & 2

e W w

o o = & v
5 5 @ g

3

-




WIPS Klassifikation prufen

In Monitor WIPS sollte die Klassifikation der
Accesspoints und Clients gepruft werden.

DASHBOARD Managed WiFi Devices Clients Networks
MONITOR
CONFIGURE

TROUBLESHOOT

FLOOR PLANS

REPORTS

SYSTEM

Copyright ©2019. WatchGuard Technologies, Inc. All Rights Reserved

MAC Address Prevention Status Is Networked Network Active/Inactive Since First Detected At Location

it

(]

RSS1 (d8m)

nnnnnnn
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rufen der Alarme und des Security Status

Uberprifen auf offene Alarme und Events im
Zusammenhang mit der WIPS
Funktion

Showing Security Status

a Y L. ACME MSP with BelowSubecribace
N
Show Status » None
Be = — 04
M Securicy Sear
Manage Navigator Security Status
" 3
o s »
® Wy . -
» L] Discover Training
Severmy  Sratee o mory Allacts Bacumy s Cotoghey Location Shoes Tiwe = Ste ¥
Medivm Indeterminate AP [WatchGuard_344E:F9] is active No Rogue AP Matthew's Softwar... Jul 3.20199:29 PM Jul
v L] Jack's Ice Cream Shops
Mediuen Indeterminate AP (WatchGuard F4:13:50] Is active. No Rague AP */Matthew's Softwar.. Jul 3, 2019.6:24 PM Jul JACK S ice Lream Shops
Medivem Indeterminate AP [WatchGuard F5:00:00] is active. No Rogue A9 */Matthew's Softwar.  Jul 3, 2019 5:16 PM Juat
Low An Ad hot netwark (| Invelving twe or more mon-suthorized Clients is active No Ad Hoe Nutwork */Matthew's Softwar... Jul 3. 2019 2:36 PM Jul » | London
Low An Ad hot network [} involving two or more mon-suthorized Clients is active. No £d Hoc Network *Matthew's Softwar.. Jul 3,201912:46PM  Jul
Medivm @ Indeterminate AP [Netgear 79:71:38] Is active. No Rogue AP *IMatthew's Softwar... Jul 3, 2019 11:04 AM » [ Miami
Medivm Indeterminate AP [9250.58-B6:A8-06] s active No Rogue AP Matthew's Softwar.. Jul3,2010 10:48AM  Jul
=ee Ll
L Stockholm
> | Jay’s Electronics Stores
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Aktivieren von WIPS
,ocharfschaltung”

Ab jetzt werden automatische Abwehrmechanismen angewendet

WIPS v  Automatic Intrus

n Prevention OFF ~

DASHBOARD

MONITOR Automatic Intrusion Preven|  Activate Automatio Intrusion Prevention

CONFIGURE Current intrusior

TROUBLESHOOT

Access Point Preven .-

FLOOR PLANS
Monitor > WIPS > Access Points

v Access Pont to the netwark

Rogue Access Points (Please chack this every ime you add e,

REPORTS %]

SYSTEM Miscanfigured Authorized 4

ogue

Potentially Authorized Access Points

decerminate Access Paints

Banned Acc
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Weitere Ressourcen — Deployment Guides

= https://www.watchguard.com/help/docs/Wi-Fi_Cloud/en-

US/WatchGuard_Wi-Fi-Cloud AP-Deployment-
Guide.pdf

= https://www.watchguard.com/help/docs/Wi-Fi_Cloud/en-
US/Wi-Fi-
Cloud WIPS Trusted Wireless Environment.pdf

Copyright ©2019. WatchGuard Technologies, Inc. All Rights Reserved
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https://www.watchguard.com/help/docs/Wi-Fi_Cloud/en-US/WatchGuard_Wi-Fi-Cloud_AP-Deployment-Guide.pdf
https://www.watchguard.com/help/docs/Wi-Fi_Cloud/en-US/Wi-Fi-Cloud_WIPS_Trusted_Wireless_Environment.pdf

Let's Make Wi-Fi Security a Global Standard!

JOIN THE MOVEMENT
Trusted Wireless Enwronment
TSI .& AV i
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http://www.trustedwirelessenvironment.com/
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