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Best Practice — HTTPS Content Inspection




Encrypted Traffic

NSS Labs: /5% of Web Traffic Will Be Encrypted by 2019

70% of malicious binaries in 2017 used some encryption

https://www.nsslabs.com/company/news/press-releases/nss-labs-predicts-75-of-web-traffic-will-be-encrypted-by-2019/
https://techcrunch.com/2017/10/20/https-is-booming-says-google/
https://www.theregister.co.uk/2018/02/21/cisco _survey severity of cyber attacks doubled in one year
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HTTPS ohne Content Inspection
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HTTPS mit Content Insp
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,olchtbare® Auswirkung

= Zertifikate werden erneut signiert

= Sicherheitswarnung im Browser (sofern Zertifikat der Firebox nicht vertrauenswurdig)

& Certificate Error: Navigation Blocked - Windows Internet Explorer

- Certificate
@ b 4 |g http:/fnanv.google.de/
General | Details | Certification Path

&= Certiicate ==

[ General | Detais | Certification Path |

5.7 Favorites | 95 @] Suggested Sites v @] Web Slic

(€ Certificate Error: Navigation Blocked ‘ E9f Certificate Information

Certification path

Fireware HTTPS Proxy (SN ¥1C5001080369 2014-10-22 09:04:31

g Www watchguard.com

This certificate cannot be verified up to a trusted
certification authority.

[@ There is a problem with thisy

The security certificate presented by t

ot

Issued to: www.watchguard.com
Security certificate problems may indi
server. 10-22 09:04:31 CEST) CA

. valid from 10, 01. 2013 to 15. 01. 2016
We recommend that you close thit

@ Click here to close this webpage.

@ Continue to this website (Not reco | Learn more about &

Issued by: Fireware HTTPS Proxy (SN ¥1C5001080369 2014-

Install Certificate...| | Issue

Statement

se < [} ] »

View Certificate

Certificate status:

This CA Root certificate is not trusted because it is not in the Trusted Root
Certification Authorities store,

Learn more about certification paths

® More information
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Konfiguration innerhalb des HTTPS Proxy

= Kontrolle des verschlusselten Web Traffic (HTTPS)

&
atchGuard

L Edit HTTPS Proxy Action Configuration

Name: |Default-HTTPS-Client.1
Description: | Created by Web Ul QSW on 2018-05-09T722:23:06-00:00

[ Categories
Content Inspecti Content Inspection S y (I tion Status - D in Name Rules: Off WebBlocker: Off)

'WebBlocker

General Settings TLS Profile: | TLS-Client-HTTPS.Standard v U M

Minimum Protocol Version TLSv1.0 OCSP N/A  PFS Ciphers N/A  TLS Compliance Not enforced

Enable Predefined Content Inspection Exceptions. (Fireware OS v12.1 and higher) Manage Exceptions...

Domain Names
Allow or deny access to a site if the server name matches a configured domain name on this list. To enable conten
bypass content inspection, use the Allow action.

You can download the Proxy Authority certificate used for Content Inspection from the Certificate Portal at http://<Firebox IP address>:4126/certportal

Google Apps N/A Edit...

t inspection, use the Inspect action. To

Enabled Action Name Match Type Value Proxy Action
Allow WatchGuard Services Pattern Match * watchguard.com  N/A
Allow * mojonetworks.com Pattern Match * mojonetworks.com N/A
Allow * cloudwifi.com Pattern Match * cloudwifi.com NIA
Allow redirector.online.sp... Pattern Match redirector.online.sp... N/A
Allow * airtightnetworks.c... Pattern Match * airtightnetworks.c... N/A
Allow download.websens... Pattern Match download.websen... N/A

Alarm  Log Add
o o Clone...
5 B |
E E Remove
o 0O

Up
Down
Import...
Export...

Action to take if no rule above is matched

Action: v [daam []Log

Cancel Help
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TTPS Proxy und Content Inspection

Um Content Inspection zu nutzen, muss die action Inspect
angewendet werden.

Predefined exceptions vermeiden Probleme mit oft genutzten
Diensten

L Edit HTTPS Proxy Action Configuration X

Name: |Default-HTTPS-Client.1
Description: | Created by Web Ul QSW on 2018-05-09722:23:06-00:00

[ Categories
iContent Inspection Warning: A ic updates are di for trusted CA certificates.
WebBlocker Content | tion Si y (I tion Status - Domain Name Rules: On WebBlocker: Off)

General Settings
TLS Profile: | TLS-Client-HTTPS. Standard v| M

Minimum Protocol Version TLSv1.0 OCSP Lenient PFS Ciphers Allowed TLS Compliance Not enforced

Enable Predefined Content Inspection Exceptions. (Fireware OS v12.1 and higher) Manage Exceptions... Google Apps Unrestricted Edit...

You can download the Proxy Authority certificate used for Content Inspection from the Certificate Portal at hitp://<Firebox IP address=:4126/certportal

Domain Names
Allow or deny access to a site if the server name matches a configured domain name on this list. To enable content inspection, use the Inspect action. To bypass
content inspection, use the Allow action.

Enabled Action Name Match Type Value Proxy Action Alarm  Log Add
Allow WatchGuard Services  Pattern Match * watchguard.com  N/A (] O Clone...
Allow * mojonetworks.com Pattern Match * mojonetworks.com  N/A [:] [:]
Allow * cloudwifi.com Pattern Match * cloudwifi.com NIA O O Edit...
Allow redirector.online.spect... Pattern Match redirector.online.spe... N/A D |:| e
Allow * airtightnetworks.com Pattern Match * airtightnetworks.com N/A |:| |:|
Allow download.websense.... Pattern Match download.websense... N/A O O
Up
Down

Action to take if no rule above is matched
Action: Inspect v |:| Alarm D Log

Proxy Action: HTTP-Client.Standard v E‘? D

&
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TLS Profile

Settings SD-WAN Aj

Proxy Action

Default-HTTPS-Client

HTTPS Proxy Action Sef
Name D

(9}

Description

Content Inspection WebBl«

Content Inspection Sun

TLS Profile TLS-Client-HTTPS.}

Minirmum Protocol Version TLS v1,

@ﬁchGuard’

TLS Profile

Name TLS-Client-HTTPS.Neu

Description Standard TLS profile for clients

Minimum Protocol Version

TLS¥1.0 v
O Allow only TLS-compliant traffic

Certificate Validation
M use OCSPtovalidate certificates
[ if a centificate cannot be validated, the centificate is considered invalid

Perfect Forward Secrecy Ciphers

Allowed ¥ | If you select None, connections cannot use TLS v1.3

SAVE

3

CANCEL

g Advanced

er. Off )
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Predefined Content Inspection

= Seit Version 12.1 verfugbar.

This

Manage Content Inspection Exceptions

domain when the content inspection exception is enabled

Content inspection exceptions are shared by all HTTPS proxy actions that have predefined content inspection exceptions enabled

Show

3
a
d
g
i
a
a
i
a
a
(W

all domain names

Enabled

Enabled okta.com Okta

Enabled oktacdn.com Okta

skype.net skype;Skype Mobile

Enabled skype.com Skype;Skype Mabile;Microsoft Teams

Enabled .dc.trouter.io Skype;Skype Mobile;Microsoft Teams

Enabled skype.cloudapp.net Skype Maobile

Enabled whatsapp.net WhatsApp Mobile; WhatsApp Desktop

Enabled veb.whatsapp.com WhatsApp Desktop

Enabled \update.microsoft.com Microsoft Update

. settings-

Enabled Microsoft Undate

SELECTACTION

&
atchGuard

Exceptions

t includes domains for services that are known 1o be incompatible with content inspection. The HTTPS proxy does not perform content inspection for 3
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HTTPS Proxy und WebBlocker

10

= Webblocker kann auch ohne Content Inspection genutzt

werden

= Content Inspection
kann pro Kategorie
aktiviert/deaktiviert

werden.

&
W atchGuard

WL Edit HTTPS Proxy Action Configuration X
Name: |Default-HTTPS-Client.1
Description: | Created by Web Ul QSW on 2018-05-09722:23:06-00:00
[ Categories

Content Inspection | webBlocker

fWebBlocker

General Settings 5
WebBlocker: | Default-WebBlocker v| &
To inspect an allowed WebBlocker category, select the corresponding check box. (Fireware OS v11.9.4 and higher)
| Show all categories ~ || All Categories ~ | Search: Select Action v
Category Subcategory Deny ‘ Inspect '
Abortion Abortion Allowed O A
/Abortion Pro-Choice Allowed O
Abortion Pro-Life Allowed O
Adult Material Adult Material Allowed E]
Adult Material Adult Content Allowed |:]
Adult Material Lingerie and Swimsuit Allowed O
Adult Material Nudity Allowed O
Adult Material Sex Allowed O
Adult Material Sex Education Allowed |:]
Advocacy Groups Advocacy Groups Allowed |:]
Bandwidth Bandwidth Allowed |:]
Bandwidth Educational Video Allowed O
Bandwidth Entertainment Video Allowed O
Bandwidth Internet Radio and TV Allowed D
Bandwidth Internet Telephony Allowed E]
lBﬂndwidth Peer-to-Peer File Sharing Allowed g v
Log this action [ Inspect when a URL is uncategorized Proxy Action: | Default-HTTP-Client v

Import... Export...

e | [t
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HTTPS Proxy Flow

Domain name rules
take higher precedence
than any match in the
predefined exception list

If a domain name rule is
matched, the action from
that rule will always be
applied
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Input Domain

Domain
name rule
match ?

No

Exception
list match ?

Yes

Listed in
exception
override list 2

*No

Domain excepted
from Inspection

11

Yes

Apply domain name
rule action

Apply default domain
name rule action
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Zertifikate der Firebox

= Proxy Authority — Dieses Zertifikat wird fur HTTPS Content
Inspection fur interne Clients genutzt

Certificates - 203.0.113.100

Certificates

This Firebox contains these certificates and certificate requests:

Show: All Certificates (except Trusted CA for Proxy) v

2019-01-24 10:42

Proxy Authority

Status  Import Date Type Algo.  Subject Name
Pending Web Client RSA  |cn=WatchGuard Firebox A
Signed |2019-03-18 11:37 |IPSec | Web RSA  o=WatchGuard-Demo-JSP cn=203.0.113.100
Signed [2019-01-24 10:42 Web Client RSA  lo=WatchGuard ou=Fireware cn=Fireware web Client
Signed* [2019-01-24 10:42 |CA Cert RSA  |lo=WatchGuard ou=Fireware cn=Fireware web CA
Signed [2019-01-24 10:42 |Web Server RSA  |lo=WatchGuard_Technologies ou=Fireware cn=Fireware SSLVYPN Server
Signed [2019-01-24 10:42 Web Client RSA  |lo=WatchGuard_Technologies ou=Fireware cn=Fireware SSLYPN Client
Signed [2019-01-24 10:42 |CA Cert RSA  |lo=WatchGuard_Technologies ou=Fireware cn=Fireware SSLYPN (SN FYE1000000C
Signed [2019-01-24 10:42 Proxy Server  |RSA  |o=WatchGuard_Technologies ou=Fireware cn=https.proxy.nul

o=WatchGuard_Technologies ou=Fireware cn=Fireware HTTPS Proxy (SN FYE100

Signed [2019-01-24 12:41 |CA Cert RSA  |cn=WatchGuard Firebox

Signed [2019-01-24 10:42 |CA Cert RSA  |lo=WatchGuard_Technologies ou=Fireware cn=Fireware IKE (SN FYE1000000000 Z

Signed [2019-03-18 11:37 |CA Cert RSA  lo=WatchGuard-Demo-JSP cn=WatchGuard Certificate Authority

Signed [2019-01-24 12:41 |CA Cert RSA  |c=US o=VeriSign ou=VYeriSign Trust Network cn=VYeriSign Class 3 Public Primary Cet

Signed |2019-01-24 10:42 |'Web Server RSA  |lo=WatchGuard_Technologies ou=Fireware cn=Fireware IEEE 802, 1X Server

Sianed |2019-01-24 10:42 |CA Cert RSA  |lo=WatchGuard Technologies ou=Fireware cn=Fireware IEEE 802,1X (SN FYE1000 ¥
< >

* Currently active Firebox web server certificate
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Details

Delete
Refresh
Export
Import Certificate
Import CRL

Create CSR
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Aktivierung von Content Inspection

Welches Zertifikat sollte wird fur Content Inspection
verwendet?

Self-signed der Firebox?
Gibt es eine interne PKI die ein Zertifikat ausstellen kann?

Sicherstellen, dass die Clients und Browser dem Zertifikat
vertrauen?

Installation uber ,Certportal® der Firebox
Installation per Gruppenrichtlinien oder Softwareverteilung

Welche Ausnahmen sind fur Applikationen, Websites,
Benutzergruppen, etc. notig?

Inspection innerhalb der HTTPS-Proxy Action aktivieren
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Live Demo
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gcchGuard®

Vielen Dank!
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NOTHING GETS
PAST RED.
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