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What’s New in Fireware v12.5

Reverse Proxy for Access Portal
NetFlow Egress

WebBlocker Override Enhancements
Proxy Warn Message Customization

ECDSA Certificates for BOVPN and
BOVPN Virtual Interfaces

Gateway Wireless Controller
Enhancements

Support for Multiple RADIUS Servers
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Reverse Proxy

In the Access Portal configuration, you
can now configure HTTP reverse proxy
actions so remote users can connect to
internal applications and Microsoft
Exchange services with an external URL

With reverse proxy actions, you can give
remote teams access to internal
resources without the need for a VPN

Because multi-factor authentication is
supported, you can deploy this solution
In compliance environments

WatchGuard Training @atchGuard'
Copyright ©2019 WatchGuard Technologies, Inc. All Rights Reserved




Reverse Proxy

The reverse proxy on the Firebox forwards HTTP traffic from
external networks to Exchange servers or other web servers
on your internal networks

You can configure reverse proxy actions so remote users can
connect to an internal Exchange server with these clients:

Mobile devices with Microsoft mail clients (through ActiveSync)
Microsoft Outlook
Microsoft Outlook Web Access

Microsoft Outlook Web Access through the Access Portal (with
automatic sign-in)

You can also configure reverse proxy actions so users can
connect to other internal web apps through the Access Portal
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Configuration Example

https://mail.example.com/Microsoft-Server-ActiveSync

https://mail example com/Microsoft-Server-ActiveSync https//mail.example.com/mapi
hitps.//mail.example_com/owa
and more. ..
Exchange ActiveSync
v :
mail example.com
- | hitps://mail.example.com/mapi =———> mail.example.com
—_J
Outlook 2016 4

L
WatchGuard Access Portal
OWA icon - hitps://mail example com/owa Firebox Exchange Server

Web Browser
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Authentication and Access to Web Apps

Users can be authenticated by Firebox to access internal
applications

Users can be authenticated by Activesync through the Firebox
for mobile email applications

Users can be authenticated by HTTP over SSL through the
Firebox for select email applications

Users can be authenticated by MFA through the Firebox to
access internal web applications

We recommend that custom web apps use the Access Portal
for security reasons. HTTP basic uses clear text which is not

secure, so these apps require the security protections offered
by the Access Portal
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Authentication and Access to Web Apps

There is an option to forward Access Portal credentials

Enable this option to automatically log users in to web apps with
their Access Portal credentials

When this feature is enabled, the Access Portal caches user
credentials. The cached credentials are sent to the web app with
HTTP authorization header over TLS

To sign in to web apps with Access Portal credentials:
The web app must accept HTTP basic authentication or SAML

The Access Portal and the web app must use the same
authentication domain
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Authentication and Access to Web Apps

Do not enable the option to forward Access Portal credentials
in these cases:

Users log in to the Access Portal with SAML

Users log in to the Access Portal with a different authentication
domain than the web app (for example, with Firebox-DB)
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Certificates

To avoid certificate warnings on client side, Firebox web
certificate should include host names of the web apps as
subject alternative names or use a wildcard host name
(*.example.com) as the common name

To validate the server certificate of the web app, the self-
signed certificate option for the reverse proxy action must be
disabled and the CA certificates must be present on Firebox

If the self-signed certificate option for an internal web app is
disabled, the Firebox validates the server certificate of the
web app and denies access if the certificate is not trusted
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Minimum Requirements for Web Apps

The Outlook Web Application is supported for the reverse
proxy action

Reverse proxy actions also support internal web applications
HTMLS, TLS 1.2 or higher, any port, HTTP and HTTPS

Web app must be on the same domain as the Access Portal
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Add an Action

= You can add reverse proxy actions in the Access Portal
configuration

* Check box to enable URL mappings
* Add, edit, and remove URL mappings

* The URL mappings list shows the external URLs that are
redirected to the URLs of the internal web resources

Access Portal

Enable Access Portal

Applications User Connection Settings URL Mappings SAML Customization

O Enable URL Mappings
Add URL mappings so remote users can connect to internal services and resources with an external URL.

T T

ADD EDIT REMOVE

WatchGuard Training

Copyright ©2019 WatchGuard Technologies, Inc. All Rights Reserved




13

Add an Action

= When you select to add a reverse proxy action, a wizard
appears

* You can use the wizard or skip it to manually configure an action

* To configure Exchange services, we recommend the wizard
because it includes pre-defined mappings

LIRL Mapping Action Wizard

Welcome to the URL Mapping Wizard

@‘;‘;ch(}uard'

This wizard helps you to add a URL mapping action to the Access Portal.
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Add an Action

When you add a reverse proxy action, you must specify these

settings:
Type of URL mapping Action name and description
External URL Description
Internal URL URL path mapping

Whether the service has a
self-signed certificate

Authentication (Access
Portal or HTTP Basic)

Whether to add the app to
the Access Portal
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Add an Action

When you add a reverse proxy action for Microsoft Exchange,
you must also specify:

Email domain (for Exchange services only)
Autodiscover URL (for Exchange services only)
Whether to add OWA as a web app in the Access Portal

Whether to forward credentials from the Access Portal to OWA
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Add an Action

If you select to add the app to the Access Portal, you must
also specify:

App name
App description (optional)
Custom icon (optional)

Whether to forward credentials from the Access Portal to the
URL
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Add an Action (Wizard)

= |n the wizard, to add an action other than a Microsoft
Exchange action:

* Select Custom URL Mapping

URL Mapping Action

Select the type of URL mapping action You want remote usars [0 have access o

® Custom URL Mapping

i) Predefined set of URL mappings for:

Microsofi Exchange r
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Add an Action (Wizard)

= Specify the external URL for user connections

Access Portal / URL Mapping Action Wizard
External URL

Type the external URL that remiote users will connect to this service.

External URL hitps/fexternal example.com
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Add an Action (Wizard)

= Specify the internal URL of the server and whether the server
has a self-signed certificate

URL Mapping Action Wizard
Internal URL

Type the internal LRL of the senvice.

Intermal URL hitps:{fintemal.example.com

Does this senvice use a seif-signed certificate and do you trust the connection and the server?
& Yes
L No
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Add an Action (Wizard)

= Select how to authenticate users

= Select whether to add this URL as a web app in the Access
Portal

Access Portal / URL Mapping Action Wizard
Client Access

How will the user be authenticated?
(® Authentication with Access Portal
) Authentication with HTTP Basic

Do you want the URL to be added as a web application in the Access Portal?
® ves

O No
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Add an Action (Wizard)

If you select to add the app to the Access Portal, you must
also specify:

App name
App description (optional)
Custom icon (optional)

Whether to forward credentials from the Access Portal to the
URL

If you chose not to add this URL as a web app in the Access

Portal, you must type a name and description for the URL
mapping action
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Add an Action (Wizard)

= You can select to edit the action after the wizard closes
* You might do this if you want to specify a path mapping

The URL Mapping Wizard is complete.

The URL Mapping Action was added with these settings:
Mame: TestApp
Description:
External URL- https:/external.example_com
Internal URL: hitps:/finternal.example.com

Created Access Portal Application: Yes

URL Path Mapping

CLIENT FORWARD ACCESS
TO
AUTHENTICATION PORTAL CREDENTIALS
/ ! Access Portal Yes

[#f Edit the the URL Mapping Action when you click Finlsh.
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Add an Action (Manually)

Skip the wizard to manually add a reverse proxy action

To manually add an action, you must:
Specify a name and description (optional)

Specify the URL that remote users will use to access this web
service

Specify the internal URL of the web service
Specify whether the web service uses a self signed certificate
Add URL path mappings
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Add an Exchange Action

To configure a reverse proxy action for Exchange:
The Exchange server must accept HT TP basic authentication

The admin must configure the internal and external URLs in the
Exchange settings
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Add an Exchange Action (Wizard)

= |n the wizard, to add a Microsoft Exchange action:
* Select Predefined set of URL mappings for

* From the drop-down list, select Microsoft Exchange

Access Portal / URL Mapping Action Wizard
URL Mapping Action

Select the type of URL mapping action you want remote users to have access to.

) custom URL Mapping

‘@) Predefined set of URL mappings for:

Microsoft Exchange

v
Microsoft Exchange
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Add an Exchange Action (Wizard)

Specify the internal host URL for the Microsoft Exchange
Server’s web applications

Specify your Microsoft Exchange email domain

Select whether the web service uses a self signed certificate

Access Portal / URL Mapping Action Wizard
Microsoft Exchange

Type the internal host URL for the Microsoft Exchange Server's web applications.

Internal URL ‘ https:/fexample.com ‘

Type the email domain of the Microsoft Exchange service.

Email Domain | example.com ‘

Does this service use a self-signed certificate and do you trust the connection and the server?
® ves
~ No
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Add an Exchange Action (Wizard)

Specify the URL that remote users will use to access this
service

Specify the URL that remote clients will use to autodiscover
this service

Access Portal / URL Mapping Action Wizard
Microsoft Exchange

Type the external URL that remote users will connect to this service.

External URL

hitps:/fexample.com

Type the external URL that remote clients will use to autodiscover this service.

Autodiscover URL ‘ https:/fautodiscover.example.com
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Add an Exchange Action (Wizard)

Select whether to add Exchange as a web app in the Access
Portal

Select whether to forward credentials from the Access Portal
to Exchange

This option automatically logs users in to web apps with their
Access Portal credentials

Access Portal / URL Mapping Action Wizard
Microsoft Exchange

Do you want to add Outlook Web Access as a web application in the Access Portal?
@ Yes
& No

Do you want to forward credentials from the Access Portal to Qutlook Web Access?
@ Yes
@ No
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Add an Exchange Action (Wizard)

= You can select to edit the action after the wizard closes

* You might do this if you want to specify a path mapping

The URL Mapping Wizard is complete,

The URL Mapping Action was added with these settings:
Name: Microsoft Exchange
Description:
External URL: https://fexample.com
Internal URL: https://example.com

Created Access Portal Application: Yes

URL Path Mapping

FORWARD ACCESS PORTAL
TO
CREDENTIALS
Yes

fowa Jfowa Access Portal

fecp fecp Access Portal Yes
[ Microsoft-Server-ActiveSync [fMicrosoft-Server-ActiveSync HTTP Basic No
Jmapi Jmapi HTTP Basic No

[CJ Edit the the URL Mapping Action when you click Finish.
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NetFlow Egress

The Firebox now supports NetFlow in
both directions (ingress and egress) so
you can gain more insight into your
network traffic

WatchGuard Training @atchGuard'
Copyright ©2019 WatchGuard Technologies, Inc. All Rights Reserved




32

NetFlow Egress

In the NetFlow configuration, you can now select to monitor
egress traffic for Firebox interfaces

Egress traffic is traffic that exits an interface

You can select to monitor ingress traffic, egress traffic, or both
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NetFlow Egress

= Web Ul

MetFlow

# Enable NetFlow

Protocol Version @ V5

w vo
Collector Address 182022 pm-t' 2055
Active Fow Timeout B0 minutes
Sampling Mode [} Sample every 1 out of packets

Eirebox Traffic [# Monitor raffic generated by the Firebox
[Z] Monitor traffic destined for the Firebox

Ta manitor flows for an interface, select Ingress (inbound), Egress {outbound), or both

B INGRESS INTERFACE NAME
All ud All
7] El External Physical External
7] B Optional-1 Physical Optional
£l El External-2 Physical External
& o1 Trusted Physical Trusted
H
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NetFlow Egress

- POIiCy Manager B Netflow Settings

Enable MetFlow (Fireware 0S5 w123 and higher)

Settings
Protocol Verzion: (® vs () va
Collector Address: [203.0.1132 || 20853
Active Flow Timeout: | 302 minutes

Enable Sampling: |:|
Sampie 1 out of every: 25 : packets
E| Maonitor traffic generated by the Firebox
Firebox Traffic:
Monitor traffic destined for the Firebox

To monitor flows for an interface, select Ingress (inbound), Egress (outbound), or both.

|:| Ingress ( |:| Egress \I Name Type Zone
All | Al G
[] ] External Phyzical External
] ] External2 Phyzical External
] ] Optional-1 Phyzical Optional
[] Trusted Phyzical Trusted

Cancel || Help
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NetFlow Egress

To monitor traffic generated by the Firebox itself
(self-generated traffic), select one or both of these options:

Monitor traffic generated by the Firebox

Monitor traffic destined for the Firebox
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NetFlow Egress

= Web Ul

MetFow

#*| Enable MNetFlow

Protocol Version @ V5
I VG
Collector Address 203.0.113.2 Port| 2055
Active Flow Timeout 0 minutes
Sampling Mode  [] sample every 1 out of packers

| Monitor traffic generated Dy the Firebox
i# Maonitor traffic destined for the Firebox

Firebox Traffic
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NetFlow Egress

Policy Manager

B Netflow Settings *

Enable MetFlow (Fireware OS5 w123 and higher)
Settings
Protocol Verzion: (® vs () va
Collector Address: |203.01132 || 2055 =
Active Flow Timeout: | 30> minutes
Enable Sampling: |:|

Sampie 1 out of every: 2 T | packets

Maonitor traffic generated by the Firebox
Firebox Traffic: ; ;
Monitor traffic destined for the Firebox
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NetFlow Egress

Example —
If you have an internal switch Firebox
without NetFlow, enable _T:”f:d NetFlow egress enabled
Interrace
NetFlow egress on the
internal Firebox interface the Traffic sent to the switch

from the Firebox

switch connects to

rFYwyww
LB B N

]

This captures traffic that exits
the internal Firebox interface,
which includes traffic sent to
the switch

Internal switch
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NetFlow Egress

If you enable both ingress and egress in the Firebox NetFlow
configuration on multiple interfaces, be aware that your
NetFlow data might include duplicate data

To avoid duplicate data, enable either ingress or egress rather
than both
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WebBlocker Override

Administrators now have more control
over when users can override
WebBlocker settings:

Enable or disable WebBlocker Override
for websites in specific denied
WebBlocker categories

Example: Enable override for all websites in
the Health category but not the Shopping
category

Allow users who are members of a
specific user group to type their own
credentials to override denied websites

Example: Allow only users in the Teachers
group to override WebBlocker settings
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WebBlocker Override Settings

= In a WebBlocker action, WebBlocker Override settings have
moved from the Advanced tab to the Categories tab

WL Edit WebBlocker Action x
Mame: | Default-WebBlocker |
~ | Search: | Quick Action
Action Category ISubcategnry IUvemﬂe |Alarm |Lng I 1 Mama  Datamt-WebHECker
Allow Education Cuttural Institutions. ~
Allow Education Educational Instiutions.
Allow Education Reference Katerials
o Fres et et Show all categores  w | AliCalegonies v QUICK ACTION
Allow Entertainment Wedia File Download 5
e ol = I S Y
Deny Extended Protection Dynamic DNS = [l . 2
Deny Extended Protection Elevated Exposure =) O 1 Atlow St )
Deny Extended Protection Emerging Exploits E D ¥
Deny Extended Protection Newly Registered Websites =) O - Folzii) Abomion L
Deny Extended Protection Suspicious Content =] ] 1 Allw Abartion Pro-Life @
| Allow Gambling Gambling — =
Allow Games Games ] Allaw Al i
Al Government Government
Allow Government Wilitary = Aflow Adult Matzral Material *
Allow Government Poltical Organizations
Ao Health Health | Allow Adult Matenal Lingesie and Sw "3
Allow llegal or Q i legal or Q
| Allow Information Technology  Information Technology | ik Al Hurkly L
Allow Information Technology Computer Security = Al kit - &
Allow Information Technology Hacking
Deny Infarmation Technology  Proxy Aveidance =] O 1 Bllow e
Allow Information Technology Search Engines and Portals = : -
Allow Information Technology Unautherized Mobile Marketplaces i e Lo el o o i .
Enable WebBiocker Overrids | Passphrase | Edit. I # Enable Webaiacker Dierride | Pa "
When a URL is uncategorized Allow { Override Alarm Log this action . Fa DRI T .
i 2 3 URL s uncategarized | Ally v il
Note: Warn action is supported in Fireware 0S5 v12.4 or higher. WebBlocker Category Override and
‘WebBlocker Override by User Group are supported in Fireware 0S v12.5 or higher.
| ‘Cancel || Help
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WebBlocker Override Methods

You can now configure a WebBIlocker action to use one of two
override methods:

Passphrase — Specify a passphrase that users type to override
the WebBlocker settings and get access to denied content. This
method was also available in previous Fireware versions

User Group — Select an existing Firebox-DB or Active Directory
user group. Other authentication servers are not supported for
User Group override. Users who are members of the selected
group can type their credentials to override the WebBlocker
settings and get access to denied content

For each WebBlocker action, you can configure only one
method

@ Enable WebBlocker Override | Passphrase | Edit...

Passphrase
When a URL is uncategorized | Denyser Group ride [ ] Alarm Log thiz action
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Enable WebBlocker Override

To enable WebBlocker Override:
Edit a WebBlocker action

In the Categories tab, select the Enable WebBlocker
Override check box

From the drop-down list, select the override method:
Passphrase — Users type an override passphrase
User Group — Users in the selected group type their credentials

To configure Passphrase or User Group settings, click Edit
Allow Infurrnatiun?echnukug’:.r Unauthurife.dI'.'Iubﬂel'.'larketplaces o

WebBlocker Override by User Group are supported in Fireware OS v12.5 or higher.

Cancel |t
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WebBlocker Override Passphrase Settings

Override Passphrase/Confirm — Type an override
passphrase between 8 and 32 characters

Inactivity Timeout — Type the number of minutes after which
Inactive users can no longer access the content

Alarm/Log this action — Specify whether to send an alarm
and log message when someone uses the override
passphrase

B WebBlocker Override Passphrase Settings x

Specify the passphrase that users can type to get access to content denied by WebBlocker.

Override Passphrase: esessssssssssssssssss
LConfirm: [emevenasnesnerenenene
Inactivity Timeout: 5t : minutes
Alarm (Fireware 05 v12.3 and higher)

@ Log thiz action (Fireware 05 +12 3 and higher)

WatchGuard Training

Copyright ©2019 WatchGuard Technologies, Inc. All Rights Reserved



46

WebBlocker Override User Group Settings

User Group — Select a Firebox-DB or Active Directory user
group. Other authentication servers are not supported for
User Group override

Inactivity Timeout — Type the number of minutes after which
Inactive users can no longer access the content

Alarm/Log this action — Specify whether to send an alarm
and log message when someone overrides with user group
credentials

I WebBlocker Override User Group Settings *

Select the group of users who can type their credentials to get access to content denied by
WebBlocker. (Fireware 05 v12.5 and higher)

User Group: |--Select a user group— o

Inactivity Timeout: 5: minutes
Alarm

Log this action
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Select WebBlocker Override Categories

When you enable WebBlocker Override in a \WebBlocker
action, it is enabled for all denied categories automatically

To change which denied categories users can override:
In the Override column, select or clear the check boxes

Select a category, then from the Quick Action drop-down list,
select Enable Override or Disable Override

B Edit WebBlocker Action >
MName: Default-WebBlocker
Description: | Default configuration for WebBlocker
Categories  Fxceptions Advanced Alarm  Server
| Show all categories || All Categories « | Search: | Quick Action ~
i S 1 st p— s
Action Category Subcategory ! Override IA e Al
Allow Education Cultural Institutions. Allow
Allow Education Educational Institutions [War
Allow Education Educational Materials T ——
Allow Education Reference Materials Enable Override
Allow Entertainment Entertainment Disable Override
Allowe Entertainment Media File Download Enable Alarm
Deny Extended Protection Extended Protection |:| Disable Alarm
: : = st Ny
Deny Extended Prutectfun Dynamic DNS Enable Logging
Deny Extended Protection Elevated Exposure Disable Loaain
Deny Extended Protection Emerging Exploits T g‘tg
Deny Extended Protection Newly Registered Websites |:| |:|
Deny Extended Protection Suspicious Content N I
All Gambling Gambling
. Allow Games Games
WatchGuard Training =
——
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Override Denied Uncategorized URLs

= |f the WebBlocker action denies uncategorized URLSs, you can
allow users to override the denied URLs

= Next to the When a URL is uncategorized drop-down list,
select the Override check box

information Technolegy  Unauthorized Mobie Marketplaces % |

lﬁxﬂu W
=

£ I LSS B — N N S

[] Enable WebBlocker Override  Passphrase Edit...

When a URL is uncategorized Deny | Jalarm [ Log this action

Note: Warn action is supported in Fireware 05 v12.4 or higher. WebBlocker Category Override and
WebBlocker Override by User Group are supporied in Fireware 0S5 v12.5 or higher.

Cancel | | Hep
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Override with User Group Credentials

If you configure WebBlocker Override for User Groups, all
users see this page when they go to a site in a WebBlocker

category that has override enabled:
|

Request denied by WatchGuard HTTP Proxy.
Reason: Category 'Sports' denied by WebBlocker policy 'Default-WebBlocker
Please contact your administrator for assistance.
More Details:
Method: GET
Host: www.espn.com

Path: /

WatchGuard Technologies, Inc.

If your administrator has given you permission to override WebBlocker, type your user name and
password below.

name: N |
Passwor d: | Submit |

Users in the specified Firebox-DB or Active Directory user
group can type their credentials to get access to the website

This does not affect login limits configured in group settings
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Override with the Override Passphrase

If you configure the WebBlocker Override Passphrase, all
users see this page when they go to a site in a WebBlocker
category that has override enabled:

Request denied by WatchGuard HTTP Proxy.
Reason: Category 'Sports’ denied by WebBlocker policy 'Default-WebBlocker'.
Please contact your administrator for assistance.
More Details:
Method: GET
Host: wenw.espn.com

Path: /

WatchGuard Technologies, Inc.

If your administrator has given you permission to ovemide WebBlocker, type your password below.

Website: \yww espn.com
Override Password: | [ Submit |

Users can type the override passphrase specified in the
WebBlocker action to get access to the website
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WebBlocker Override Log Messages

If you enable logging, the Firebox sends a log message when
a user overrides WebBlocker:

Log message for a Passphrase override:

Apr 3 16:57:00 2019 WatchGuard-XTM local1.info http-proxy[2642]:
msg_id="1AFF-0021" Allow 1-Trusted 0-External tcp 10.0.1.70 157.140.2.32
49372 80 msg="ProxyAllow: HTTP Request categories" proxy act="HTTP-
Client.Standard.2" cats="" details="Allowed by passphrase overriding category

action" op="GET" dstname="iczn.org" arg="/" geo_dst="GBR" (HTTP-proxy-
00)

Log message for a User Group override:

Apr 4 01:41:59 2019 WatchGuard-XTM local1.info http-proxy[2641]:
msg_id="1AFF-0021" Allow 1-Trusted 0-External tcp 10.0.1.70 157.140.2.32
50369 80 msg="ProxyAllow: HTTP Request categories" proxy act="HTTP-
Client.Standard.2" cats="" details="Allowed by user group overriding category
action. user=user1@ECODbios, group=group1” op="GET" dstname="iczn.org"
arg="/" geo_dst="GBR" src_user="test@jacky radius" (HTTP-proxy-00)

WatchGuard Training

Copyright ©2019 WatchGuard Technologies, Inc. All Rights Reserved




52

WebBlocker Override — Upgrades

When you upgrade to Fireware v12.5:

Users can no longer override WebBlocker for websites denied by
WebBlocker exceptions and WebBlocker Server timeouts

WebBlocker actions that were not previously configured with an
override passphrase do not have WebBlocker Override enabled

WebBlocker actions that were previously configured with an
override passphrase have WebBlocker Override enabled:

WebBlocker Override uses the Passphrase override method with
the same passphrase

All denied categories in the WebBlocker action have the Override
check box selected automatically

If the WebBlocker action denied uncategorized URLs, the Override
check box next to the When a URL is uncategorized drop-down
list is selected automatically

WatchGuard Training
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Proxy Warn Message

You can now customize the Warn
message used for HTTP and Explicit
proxy Warn actions

Administrators can use this feature to:

Customize the Warn message text and
add content to educate and inform their
users about acceptable usage policies

Match the Warn message appearance to
the custom styles and branding used in
the Deny message

Preview buttons in the proxy action now
show you a preview of both the Warn
and Deny messages

WatchGuard Training
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Proxy Warn Message

= In HTTP and Explicit proxy actions, the Deny Message
category now includes a new Warn Message section

* Currently, the Firebox uses the Warn Message text for
WebBlocker Warn actions only

W Edit HTTP Prosy Action Configuration s

Hame!  Detaut-HTTR-Clent

ault-configuration for HTTP chznt

Deecrition: | Crested by Quick Selup Weard on 2019-04-06706 10 150700

Calegores.
H-HTTP Rggqueal
~-Ganars! Setings. SRR
b -
AL Faths
Header Fisids
na -~ Authorization *"htip://wee, w3 org/TR/RhEmil /] Fxhtmll-=crict dtd™>
E-HTTP Hesponse. =r’ aml:lang="an® emloe=Shttp:/ v wd cog/ 1893 xhml "y
General Setings.
~~Header Fistla le>% iTransaction)® denied by WatchSuerd HITF Proxy</titles
-~ ConGant Types: <smyle cype=tmexticEa®h =
Cookies bedy |
Body Content Types foRc-famdly: Relal, Helvatios, Verdana, Samg-Sorlf; o
7-Uing Web Cacha Server fons-size: small; &
- “HTTR Prowy Excaptiong: font-welght: nommal:
Data Loss Prevenbon colos: §000000;
‘WebBiocter I
Galeway Ay d1v [
margin-left: bk
Preview .
Wiar Masssgo

This message appears. for al HTTP-related Wam actions (Freware 05 w115 and huigher , The Warn message uses styies
defined in the Deny message.
“nadys -

<titlmviacaing by WetchBumsd EITE Proxypiftitler

tdiv ide®rcap®s
<div dlass="band"s=/div=
4dir class="box" style="word-wrap:break-word: ">

< Elumpazed"sH HatchBuazd ETTE Presyt/gs

< i e ta the wits ec 9o back ta the -
pravious paga.</p=

<br>

<butten wtyle=*display: inline macgin-zight:ilps;coler:nazean; !
LoRelley="oentinueToSioe )™

<button STyle="eolor:navy;™ onelick="goBack!|
raivs

o @icet/Bucton:

>Co bask</bucton>

B miE. 1w w4 2 ? ST

he previous page
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Proxy Warn Message - Upgrade

After you upgrade to Fireware v12.5, all HTTP and Explicit
proxy actions in your configuration include default Warn
message text

Warn Message
This message appears for all HTTP-related Warn actions (Fireware 0S5 v12.5 and higher). The Warn message uses styles
defined in the Deny message.
<body> ~
<title>Warning by WatchGuard HITP Proxy</title>
<diwv id="wrap">

<div class="band"></div>
<div class="box" style="word-wrap:break-word;">
<p class="red"*Warning by WatchGuard HITF Proxy</p>
<p¥% {reason) %<br/>¥You can either continue to the site or go back to the
previous page.</p¥*
<br>
<button style="display: inline;margin-right:10px;coclor:marcon;"™
onclick="continueToSite {)">Continue to site</button>
<button style="color:mnavy:;" onclick="goBack()">Go back</button>
</dive

Preview... _

Warning by WatchGuard HTTP Proxy

Sites in the "Sports’ category might be unsafe or contain inappropriate content.
You can either continue to the site or go back to the previous page

| Continue to site | | Go back |

WatchGuard Technologies, Inc.
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Customize Proxy Warn Message Text

To customize the proxy Warn message, in the Warn Message
text box, edit the Warn message text and HTML code

Warn Message

This mes=zage appears for all HTTP-related Warn actions (Fireware 05 v12.5 and higher}. The Warn meszage uses
styles defined in the Deny message.

<body> ~
<title*Warning by Watchfuard HITEF Proxy</title>
<diwv id="wrap">
<div clasas="band"></div>
<diwv class="box" style="word-wrap:break-word;">
<p class="red">Internet Usage Warning<,/p>
<p¥% (reason) $<br/>¥ou can either continue to the site or go back to the
previous page.</p¥
whrs»

<button style="display: inline;margin-right:10px;color:maroon;"

ocnclick="continueTocSite () "*Continue to site</button>
<button style="color:navy;" ocnclick="goBack()"*Go back</button>
Preview...

If the Warn message text does not include the <body> and
</body> tags, your users see the default Warn message text
instead of your custom Warn message
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Proxy Warn Message Variables

You can include these variables in the Warn message text:
%(transaction)% — Transaction that caused the warning
%(reason)% — Reason the Firebox showed the warning
%(method)% — Request method from the request
% (url-host)% — Server host name (or IP address) from the URL
% (url-path)% — Path from the URL
%(user-name)% — Authenticated user name
%(serial)% — Serial number of the Firebox

%(firewall)% — Name of the Firebox

When the Warn message appears in the browser, users see
the relevant text instead of the variable name
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Customize Proxy Warn Message Styles

The Warn message uses the styles defined in the <HEAD>
section of the proxy action Deny message

To customize the styles, make updates in the Deny message
text box

Style changes apply to both the Deny and Warn messages

Deny Message
ﬁsme&sag pp ears for all HTTP-related Deny actions.
LT

style type="text/cC |
body { |
font—-family: Arizl, Helwetica, Verdana, Sans-Serif;
font-size: small;
font—weight: normal;
colox: 000000,
}
div {
margin-left: auto;
margin-right: auto;
text-zlign: center;
}
-box {
width: &00px;
background-color: RFZFZIFZ;
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Preview the Proxy Warn Message

= To see a preview of the Warn message or Deny message in a
pop-up dialog box, click Preview

Warn Message
This message appears for all HTTP-related Warn actions. The Warn Message shares the style defined in the Deny Message.

<body>
=title=My Custom Warning Message=fitle= & inmrmet Usags Waining - Googis Chiroene = o x
=t o="wra'= ® sboutblank

<div class="box" style="word-wrap:break-word;">
=p style="font-size x-large; text-align.center,"=Internet Usage Waming=ip=
<p=%(reason)%=br/=You can either continue to the site or go back to the previous page.
<lp=
=p>=For more information about why you received this warning, see our =a hrel="#"=Intermnet

Usage Policy=/a= </p> Internet Usage Warning

“a(reason)t
You can either coninug to the site or go back to the previous page:

For more information about why you received this warming, see our Intermet Lisage
Palicy

Conbnue fo site

* Previews show variable names, not the text that replaces them

* In Policy Manager, the Preview displays the Continue to Site
and Go Back buttons as text, but they appear as buttons in the
Warn message your users see
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ECDSA Certificates

The Firebox now supports Elliptic Curve
Digital Signature Algorithm

(ECDSA) certificates for BOVPN,
BOVPN virtual interfaces, and Mobile
VPN with IKEv2

Compared to RSA, ECDSA certificates
have equivalent security, smaller keys,
and increased efficiency

Governments in some countries require
ECDSA certificates for regulation
compliance
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ECDSA Certificates

ECDSA certificates are also known as EC certificates

You must import EC certificates

The Firebox does not generate certificate signing requests for
EC certificates

The Firebox supports these elliptic curves:
Prime256v1
Secp384r1
Secp521r1
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ECDSA Certificates for BOVPN and BOVPN
VIF

= When you import an EC certificate on your Firebox, the
algorithm appears as EC

Certificates

Firebox Web Server Certificate

IMPORT CERTIFICATE IMPORT CRL CREATE C5R Web Certificates v

Csiaris | womronre | s
Signed 2019-04-11 16:11 Web Server EC c=US o=WG ou=WG cn=Firebox1l.mdwg.local
Pending Web Client RSA cn=WatchGuard Firebox
Signed 2019-04-01 14:47 Web Client REA o=WatchGuard ou=Fireware cn=Fireware web Client
Signed 2019-04-01 14:47 Web Server RSA o=WatchGuard_Technologies ou=Fireware cn=Fireware 55LVPN Server
Signed 2019-04-01 14:47 Web Chent RSA o=WatchGuard_Technologies ou=Fireware cn=Fireware SSLVPN Client

o=WatchGuard_Technologies cu=Fireware cn=Fireware IEEE 802,1X

Signed 2019-04-01 14:47 ‘Web Server RSA
Server

DETAILS REMOVE EXPORT *= Currently active Firebox web server certificate

WatchGuard Training

Copyright ©2019 WatchGuard Technologies, Inc. All Rights Reserved



EC Certificates for BOVPN and BOVPN VIF

= |n the BOVPN gateway and BOVPN virtual interface
configurations, you can select an EC certificate

= BOVPN gateway

Branch Office VPN / Add

Gateway Name gateway. 1

Addrass Family [Pv4 Addresses
Credential Method

1) Use Pre-Shared Key

® Use [PSec Firebox Certificate

¥ Show All Certificates

Co- [ cnmnomeine o

=US a=WG ou=W0G
30001 e ol EC Web Server
cn=Firebox1.mdwg.local

WatchGuard Training
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ECDSA Certificates for BOVPN and BOVPN
VIF

= BOVPN virtual interface

Interface Name BovpnVif 1

Device Name bvpn1

Remote Endpoint Type Firebox v 9
Gateway Address Family IPv4 Addresses v
I Gateway Settings VPN Routes Phase 1 Settings Phase 2 5ettings Multicast Settings
Credential Method

& Use Pre-Shared Key

™ | Jse [PSec Firebox Certificate

W show All Certificates

(o | commoamnan B
c=US o=WG ou=WG

30001 ; i EC Web 5
cn=Firebox1.mdwg.local Skl
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ECDSA Certificates for BOVPN and BOVPN
VIF

BOVPNs and BOVPN virtual interfaces support EC
certificates for IKEv1 and IKEv2

BOVPN tunnels with IKEv1 —

If one VPN peer uses an EC certificate, the other peer must use
an EC certificate

VPN peers can use EC certificates with different elliptic curves

The peer that initiates the VPN connection determines the
authentication method

The EC certificate determines the Hash algorithm

For example, if you select SHA256-AES256-DH14 as the Phase 1
transform and specify an ECDSA-384 certificate, the Hash algorithm
is SHA384 instead of SHA256
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ECDSA Certificates for BOVPN and BOVPN
VIF

BOVPN tunnels with IKEv2 —

If one VPN peer uses an EC certificate, the other peer must use
an EC certificate

VPN peers can have EC certificates with different elliptic curves

Each peer determines its own authentication method based on the
EC certificate, which means peers can use different authentication
methods
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ECDSA Certificates for Mobile VPN with 69
IKEV2

The Firebox supports EC certificates for Mobile VPN with
IKEV2

IKEV2 clients must also support EC certificates, but support
varies by operating system

Windows 10 — Partial support (ECDSA-256 and ECDSA-384
only)

Android — Support with strongSwan, an open-source client

macOS and i0OS — No support
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Gateway Wireless Controller

Enhancements
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Gateway Wireless Controller Enhancements

Added support for the upcoming AP327X platform
|P67-rated Outdoor AP
Dual Radio 802.11ac Wave 2

External antenna support

Additional suffix support for AP firmware versions

XX X=XXX. X

Currently only the AP125 has an additional suffix in the firmware
version: 8.6.0-644.3

Suffix does not appear in the Ul when the AP is unpaired
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Multiple RADIUS Servers

Support for more than one RADIUS server
in Web Ul and WSM

All features that supported RADIUS
authentication servers now support
multiple RADIUS authentication servers

Improved workflow for adding a RADIUS
server

SecurlD servers are now RADIUS
servers with SecurlD enabled

WatchGuard Training @atchGuard'
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Unique Domain Names

You must specify a unigue Domain Name for each RADIUS
Server

Important: You cannot edit the Domain Name after you
add a server

10re you CoOmgure you 00X CeviCe [0 Use a RaLiUS autnentiCation 5
uccessfully accept and process RADIUS authentication reguests

Primary Server Sellings

P Address

oUp Attribute "
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New SecurlD option

SecurlD cannot be configured as a standalone authentication
server in v12.5

We now have RADIUS servers with SecurlD enabled

New check box instead of a tab if RADIUS uses SecurlD

Backup Server Sellings
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RADIUS Servers Available in All Features

= In features that require authentication server configuration, all
configured RADIUS servers appear in the drop-down lists

= |f a server is RADIUS with SecurlD enabled, it will not appear
in lists for features not supported by SecurlD

Add User or Group

Name Name

Authentication Server Any

Description Description

Type ®Group © User

Any
|| Enable login limits for each

* Allow unlimited concurre RADILIS2

example com

Limit concurrent user sessi BXample2.com

When the limit is reached

Reject subsequent login attempts

Same account

CANCEL

WatchGuard Training
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General Authentication Advanced

Authentication Server Settings
Specify the guthentication servers to use for connections to

AUTHENTICATION SERVER

RADIUS {default)

RADIUST v| ADD | REMOVE
Firebox-DE '
example.com Servers are also used by the Acc

RADIUS1T

example2 com




77

RADIUS Server Drop-Down Lists

Users and Groups

Mobile VPN with IKEv2

Mobile VPN with L2TP

Mobile VPNS with SSL

Mobile VPN with IPSec

Default Authentication Servers

System > Users and Roles

Hotspot > Guest Administrators

Wireless Access Point — only with WPA, WPA2 or WPA/WPA2
Access Portal > User Connection Settings

4100 authentication page — Default server appears first

Web Ul Login page — Must select RADIUS first, then the
appropriate RADIUS server
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RADIUS + SecurlD Servers Not Available

If SecurlD is enabled for the RADIUS server, the server does
not appear in the Authentication Server
drop-down list for features that do not support SecurlD

Mobile VPN with IKEv2

Mobile VPN with L2TP

Hotspot > Guest Administrators
Wireless Access Point
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Upgrade Considerations

After you upgrade to Fireware v12.5, any previously
configured SecurlD servers become RADIUS servers with
SecurlD enabled

No changes to:
RADIUS SSO

Gateway Wireless Controller
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