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Trusted Wireless Environment

MARKET-LEADING
PERFORMANCE

You should never be forced
10 COmpromise security to
achkeve adequate perfor-
mance 1o support your
environment with speed,
connections and device
density that it needs,

SCALABLE
MANAGEMENT

With easy set-up and man-
agoemeont, you should be able
control your entire wirefess
network from a single interface
and execute key processes 1o
safeguard the environment and
Its users.

VERIFIED COMPREHENSIVE SECURITY

You need proof that your security solution defends your business agalnst
Wi-FL attacks and can deoliver on the follovang benefits:

«  Pravide automatic protection from the six known Wi-Fl threat categories
«  Allow legitimate external access points 1o operate In the same alrspace

»  Restrict users from connecting 1o unsanctioned Wi-Fi access points
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Discover Dashboard
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WatchGuard Training
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Discover Dashboard

Suchfenster APs Clients Alarme

A/

~ X
(WatchGuard E Locations O
DASHBOARD [ Performance Applications ] Set Thresholds
MONITOR )
Cllentjourney Currently Active Clients Ao Q
TROUBLESHOOT
Total Clients Association Network Online
FLOOR PLANS
/‘/ >--- \\
SYSTEM l )
0 Clients 0 Associated 0 Authenticated 0 Connected 0 Online
Tried to Connect 0 Failed to Associate 0 Failed to Authenticate ing Network Failure 0 Total Failure
Baseline - Clients Affected by Failures ¢ Ao AllSSIDs 24%5GHz v 12hours ¥

N\

Darstellungen zum Status des Wi-Fi Netzes
(Connectivity, Performance und Applikationsnutzung)
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Connectivity Dashboard

= Client Journey

— Sofortige Darstellung von und Drill-Down zu Wi-Fi “Verbindungs-
Problemen”

— Zeigt aktuell aktive Clients und den Status ihrer Verbindung

Client Journey Cumently Active Clients A\ 0 Q
Total Clients Association Authentication Network Online
e
[ o— \‘
' f] }

Nl

01 710 2110 2110 2110
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Connectivity Dashboard

Connectivity stages
Total Clients — Gesamtanzahl der Clients

Association — Clients mit Verbindungsfehlern durch
Reichweite/Signalstarke oder auch Roaming

Authentication — Zeigt Clients mit Anmeldeproblemen durch
falschen PSK oder Kennworter und evtl. Problemen bei
Anmeldeservern (Radius).

Network — Deutet auf Netzwerkfehler hin, wie z.B. DHCP oder
DNS spezifische Probleme.

Online — Darstellung aller aktiven Clients.

Per Drill-Down kann zu jedem Status die Detaillansicht
geoffnet werden.
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Connectivity Dashboard

Baseline (Clients Affected by Failures)

Zeigt das Ubliche Verhalten (Baseline) und stellt Abweichungen
und Anomalien dar.

Filtermoglichkeiten: SSID, Frequenzband, Zeit

Baseline - Clients Affected by Failures ¢ Ao AISSIDs

Clients Affected

oooooooooooooooooooooooooooooooooooooooooooooooo

Copyright ©2017 WatchGuard Technologies, Inc. All Rights Reserved



Performance Dashboard

Applications

Client Health Total Affected: 7
Low RSSI
|
High Retry %

Sticky Clients

] 0

Baseline - Clients Affected by Poor Performance Y Ao

Clients Affected
L]

Avg. Latencies Ao

DNS

18

DHCP

Application

47 -

24550H: w 12 hours w
. -
L o L
© L
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Performance Dashboard

Client Health

low RSSI, low data rate, high retry %, sticky clients (clients that
stay associated with weak APs instead of roaming)

Drill-Down pro Kategorie ist moglich
Avg. Latencies

Durchschnittliche Latenz bei Anfragen der Clients und APs zu
Servern (DNS, DHCP, Radius) Baseline

Zeigt Ubersichtlich die Menge der Clients mit “schlechter
Performance”

Zusatzliche Informationen zu Datenrate, Datenmenge,
etc. fur die verbundenen Clients.
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Applications Dashboard

Zeigt die Verbindungsqualitat fur ausgewahlte und weit

verbreitete Business Applikationen.

Statistiken zu Skype, GoTo Meeting, Google Hangouts,

Skype for Business, WebEXx

(=)
Application Heallh (el affetied Clenls - 3
kype Aangouis
) (@)
plication Experience pl n Expernience
141 O 112
) ted ( It
Baseline - % Poor Appheation Fxpensng 9]

12



Applications Dashboard

= Drill-Down pro Applikation erlaubt genauere Analysen

l

Application Experience

13
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Monitoring

N\

WatchGuard Training
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Discover Monitoring

Detaillinformationen zu den aktiven Systemen.
Monitoring ermoglicht Einsicht in:

Clients \
Access Points J
Rad IOS 21 Clients
WLANS : g ;"“" Home Usor Nome »»M:m...
Application Visibility | : 0=
Alerts D=

: 0=

s O =

Copyright ©2017 WatchGuard Technologies, Inc. All Rights Reserved



Client Monitoring

= Zeigt statistische Informationen und ermoglicht weitere
Aktionen fur den gewahlten Client.

WLANS Application Visibiity Alarts @

21 Clients Live v 8- D[l% [][]I] V »/’

[ swws Name Usor Namo MAC Addross Channel  IP Address 0s Associated Access Point  Assocsted 1D

Chromecast 6C-AD.FB85:58:3C 1 1921681185 Android RS-UP-C75
¥ AMCOISK40WEePBSU 9C-8E.CD.OF-COBC 192169
Clionts Access Poims adio
T KES5X DON3FDB4.9E.06 1 192368

-
=z

w

tatus  Name Usor Name MAC Address

OO|0|0 000000000
i)
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Client Monitoring

= Client Connection Logs sind einsehbar

Monitor » Cliants  Clvomecsst (BCADFE85683C) v
Stavus
Nare Chemeast A
User Naemo &
MAC Addrots
2
Client Connection Logs w E p— ¢
e £ : BSSID
Successfully Connected B A i
Apr 22, 2018 8.54.06 PM . % Lot AAA DsCP | NS 2 <8I0
Channel
Locston
- 8SSI0
Successfully Connected o b
Apt 22,2018 84852°PM @ : <80
Charne!
LOCaton
BSSI0
Surcesshilly Conneated ey ot
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Access Point Monitoring

= Zeigt statistische Informationen und ermoglicht

zusatzliche Aktionen fur die Accesspoints.

7 Access Points
(] nowes: mass
: O b
: 0 o
i 0 &b
: O o
: 0O &
0 b
: O ob

VWLANG

© 060 06

© B

MAC Address

1P Address

380.215

7 Access Points

O e -

Nome

Y v B Mein SEA8OE
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Access Point Monitoring

= Auswahl eines Accesspoints stellt weitere Details dar.

Monitor » Access Points RS-C130-2 (00N T4 85C5:3F) w
Status Stive
Name L 30-2 ~
Update Devics Firmware Up to Date 4
MAC Address D0 117286 C55F
Clients by Avg. Data LSS0y » 2435GH:e  Rhousw Top Applications by Traffic 2 hours
g |
g ;
3
(&)
©
Data Rate (Mbps)
5 Currently Associated Clients e m vy 2|
(] nome User Name MAC Address IP Address Associsted SSID 0s Up/Down Since
| T Ac
O s T
[ 4 Ths
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Troubleshooting

N\

WatchGuard Training
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Troubleshooting

Werkzeuge zum vereinfachten Troubleshooting
Client connectivity test
Packet trace
Spectrum Analysis (WStchGuard =
Live Client Debugging

DASHBOARD Packet Trace =
PO Ok « Automatically captured packet tr
T e R T
TROUBLESHOOT Client Connectivity Test
25
FLOOR PLANS Packet Trace

Spectrum Analysis

SYSTEM

Live Client Debugging
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Client Connecitivity Test

Nutzt Accesspoints mit 3" Radio Modul als "Client”

Tests zur Verbindung zum Wi-Fi NEtz aber auch fur
Applikationen.

Manuelle oder auch regelmaldige Ausfuhrung ist moglich

- Locations

Client Connectivity Test « Schedules  Resuits
© Connectvity Test
est Profile Name . Locations
Connectvity Test
Client ConneCtiVity Test = IOl Schedules  Results
eeeeeee oy
@© Connectvity Test
[v] Application Test
eeeeeeeeee
‘ OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO oM
Basic Connectivi ty Test Select or deselect appll
urity M
[[] office 365 [T] Salesforce [ s ["] Google Drive G ZenD J




Packet Trace

Automatische und manuelle Packet Trace Funktion zur
detaillierten Auswertung (z.B. in Wireshark)

Automatische Packet Traces sind moglich, wenn “Fehler”
far eine SSID festgestellt werden.

Packet Trace = [ N

« Automatically captured pacxe! traces are not shown In this table. See client connection jogs for a specific client (o view the list of autoratically caplured packet trace files
« Only packet traces captured in the 1ast 30 minutes are available

4 Packet Trace Files U[l% U[][' 7 &

4

[] Foname File Sizo MAC Addross Cepturing Device Mac Address Devico Start Timo StopTime =

0000
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Spectrum Analysis

Der ausgewahlte AP fuhrt eine Spektrumanalyse durch

um “Storquellen” in den moglichen Frequenzbandern zu
finden.

Spectrum Analysis - RS-0 @ Start Time - Apr 1, 2018 35647 AM

Time (sec)

Ape 1, 201835724 AW

Channel 10  (-120 ¢8m)
Center Frequency: 2457 MHz
Elapsed Time 37s
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Live Client Debugging

= Sehr detailliertes Troubleshooting fur einen Client mit
aktuellem “Fehler”

Live Client Debugging «

2 Live Client Debugging {;v
[]  rilename Started Ended s

n 04215 201804 e POR—— =

: [ |c.ecanressesac 20mosonz A an Apr12

Live Client Debugging
Download log file to view historical log entries from start time till now.

1 SSID  : GBA_Corp

2 BSSID @ ©9:11:74:F2:20:00

3 AP NAME : BR7573_120

4 Chan : 157

5 Time 1 2018.04.01 05:31:32 (UsS/Pacific)

6 Tdiff(msec) Timestamp Event

7 @ 2018.84.01 05:31:32 Client has received IP [192.168.49.1]
B 1095 2018.084.01 ©5:31:33 Client has received IP [192.168.1.69]
9 1096 2018.04.01 05:31:33 Client has received IP [192.168.49.1)
ie 1672 2018.084.01 05:31:234 Client has received IP [192.168.1.69]
11 2000 2018.04.01 05:31:24 Client has received IP [192.168.49.1)
12 3195 2018.04.01 85:31:35 Client has received IP [192.168.1.69]
13 3867 2018.04.01 05:31:36 Client has received IP [192.168.49.1)
14 10244 2018.04.01 95:31:42 Client has received IP [192.168.1.69]
15
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Floor Plans

N\

WatchGuard Training
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Floor Plans

Alpha Fioor

. LacatensTT! Kethud

Algha Finor

Opacity
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Floor Plans

= Ausfuhren von Accesspoint Aktionen ist direkt Uber den

Floor Plan moglich

@

Accuas pomts being placed on the floor map
will bo moved 10 s foor and sdopt Ay
configuration.

Drag and place access points on the floor plan
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Floor Plans

= Heat Maps stellen die AP coverage, link speed, und
channel coverage visuell dar.

| B2 2 BPo| Qo

(54 m v A AT Haatmaps - D
Defauls View
65x6lsq. 7t AP Coverage @
AP Link Soved
AF Channs Coyarags

Copyright ©2017 WatchGuard Technologies, Inc. All Rights Reserved




System Configuration

A

WatchGuard Training
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Location Navigator

Vergleichbar zu den Location Tree Funktionen in

‘v.w*""f"'}""““'”“ NaV|gator A 4
DASHBOARD Folders/Floors
RNHIOR Search Folders / Floors ( W‘;fﬁ-}«,g}l 1ard Nav|gator v
TROUBLESHOOT v: B fscationes
DASHBOARD
S GOR AN Add Folder/Floor Folders/Floors
Add Multiple Folders/Floors
SYSTEM MONITOR Search Folders / Floors
Rename
TROUBLESHOOT : v C Lsiticns
Set Timezone B
FLOOR PLANS [:] Unknown

Set Thresholds SYSTEM
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Configure Alerts

Flexible Konfiguration von Alarmen

hGuard Alerts v Configure Alerts Email Recipients

DASHBOARD Select Location Select Alert Type Configure Alerts
MONITOR Alerts configured at a folder will be applicable only at its child folders that have access points.
Search Folders / Floors Search Alert Category
TROUBLESHOOT
¥ (3 Locations v Wi-Fi
FLOOR PLANS
B3 unknown v Connectivity

Number of clients experiencing Authenticati.. v failure exceeds 10 [0-100] .

SYSTEM o
Connection Failure

Associated Clients
Performance
Baseline
Client Connectivity Test
v System
Server

Firmware
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