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What’s New in Fireware v12.2

Intelligent AntiVirus

Geolocation by Policy

TLS profiles for SMTP & POP3 proxies
Restore configuration file from Web Ul
Firebox Cloud Enhancements
WebBlocker Usability Enhancements
On-premises WebBlocker Server
FQDN Enhancements
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What’s New in Fireware v12.2

Control Firebox-generated traffic
AES-GCM support

Secondary IP addresses for BOVPN
gateways

Mobile VPN with SSL and Access Portal
settings

Redundant single sign-on
Certificate Management Enhancements

Gateway Wireless Controller
Enhancements

Other Enhancements

WatchGuard Training

@atc hGuard
Copyright ©2018 WatchGuard Technologies, Inc . All Rights Reserved




S

WatchGuard Training

tchGuard
Copyright ©2018 WatchGuard Technologies, Inc. All Rights Reserved @



Intelligent AntiVirus

Intelligent AntiVirus is a new
subscription service that enhances the
ability of Gateway AntiVirus to detect
new threats and polymorphic malware

WatchGuard has partnered with Cylance
to provide this as a supplemental
scanning solution for our higher-end
Firebox models

Intelligent AntiVirus uses artificial

intelligence and mathematical models to
examine and characterize millions of file
attributes to determine if a file is a threat

WatchGuard Training
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Intelligent AntiVirus and Gateway AntiVirus

Intelligent AntiVirus adds another layer of protection to the
Gateway AV security service

With Intelligent AntiVirus enabled, Gateway AntiVirus uses two
scan engines

BitDefender — Gateway AntiVirus scan engine

Cylance — Intelligent AntiVirus scan engine

These scan engines work together to increase the ability of
the Firebox to detect and block malware before it can enter

your network

WatchGuard Training
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Intelligent AntiVirus Models and Licensing

Intelligent AntiVirus is supported on these Firebox models:
Firebox M370 and higher
Firebox Cloud
Firebox V

Intelligent AntiVirus is included in | ..
Total Security subscription for o e s
Firebox mOdeIS that Support it Signature: SDZEEIZ‘I5035D?590—ED?3D2612??BEE35—32623532v . Detais..

v Inteligent AW

feature key must include TETTR— AT TR
' LiveSecurity Service Unlimited | Apr 11, 2018 | 365 days

T b I t h . f t t h Feature Value Expiration Status
O e n a e IS ea u re ] e  Data Loss Prevention | Unlimited | Apr 11, 2019 | 3585 days | &
Unlimited | Apr 11, 2019 | 355 days
Unlimited | Apr 11, 2019 | 3585 days
-
the featu re Intel I Igent AV  MNetwork Discovery Unlimited | Apr 11, 2019 | 365 days | v
|:| Enable automatic feature key synchronization (Fireware 05 v11.6.3 and higher}

Send alarm notification when feature key iz going to be expired or has been expired

(Firewware 0S v11.10.1 and higher)
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Intelligent AntiVirus Configuration

When Intelligent AntiVirus is licensed, you can enable it in
Gateway AntiVirus global settings

Select Enable Intelligent AntiVirus

B, Gateway AntiVirus Settings *

Enable Intelligent Antiirus (Fireware 05 v12.2 and higher)

|:| Enable decompression (Fireware OS5 v12.0 or lower)

Levels to scan

Restore Defaults
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Intelligent AntiVirus Configuration

In the Update Server L Upae e >
settings for services, enable et
automatic signature updates
for Intelligent AntiVirus

Signatures N —————

r Server
Type the URL for the update server

Interval: 1 : hour{s}

Intrusion Prevention and Application Contrel Signatures

Inteligent AntiVirus Signatures (Fireware 0S5 v12.2 and higher)

Data Loss Prevention Signatures

https.//services. watchguard.com

r HTTP Proxy Server
|:| Connect to the update server with an HTTP proxy server

Specify an IPv4 or IPvE address, or a host name. To use an IPvS address,
your Firebox must run Fireware 05 v11.12 or higher.

Server address: Pv4 Address
Server port: 8080 =
Server authentication: |None

User name:

Domain:

Password:

Restore Defaults

WatchGuard Training
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Intelligent AntiVirus Status

In Firebox System Manager, Intelligent AntiVirus status and
statistics are available on the Subscription Services tab

Firebox System Manager - 203.0.113.20 [Connected] - O X
Eile View Tools Help
G| §E | E
Front Panel aff Bagdwidth Meter Service Watch Status Report Authentication List
Blocked Sites Subscription Services Gateway Wireless Contraller Traffic Management User Quotas
A
Gateway Antivirus
Activity since last restart Signatures
Viruses found: 0 Installed version: 20180501, 1300 History
Objects scanned: 0 Last update: May 1, 2018 2:52:20 PM POT
Ohjects not scanned: 0 Version available: 20180501, 1300 Update
Inteligent Antivirus
Activity since last restart Updates
Viruses found: 0 Installed version: History
Objects scanned: 0 Last update: Dec 31, 1969 4:00:00 PM PST
Version available:  20180404.2130 Update
Application Control and Intrusion Prevention Service
Activity since last restart Signatures
Intrusion Prevention scans performed: 0 Installed version: 4.828 History
Intrusions detected: 0 Last update: May 1, 2018 9:51:38 AM PDT
Intrusions prevented: 0 Version available: 4,828 Show Update
Applications scans performed: 0
Applications detected: 0
Applications denied: 0
]
£ >
Refresh Interval: | 60 seconds  ~ Pause
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Intelligent AntiVirus Status

In Fireware Web UI, Intelligent AntiVirus status and statistics

are available on the Subscription Services dashboard

@ﬁchGuard
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Fireware Web Ul

Subscription Services

Gateway AntiVirus

Wl Iniected

Intrusion Prevention Service

User: admin @ ®

[ &}

Activity since last restart >

nstalled version: 20180412900 50
Last update: Thu, Apr 12 2018 11:10:32 AM
Version available: 20180412.900

Activity since last restart "
Scar formed: O =
- -0 10
ntr letected: O -
a2
. revented: 0 0
Signatures i
nstalled version: 4.822 5;
Last update: Tue, Apr 10 2018 10:40:20 AM 15
Vers available: 4.822 10
5

ﬁtell gent AntiVirus

utes ago

Signatures i

Now
Installed version:
Last update: Wed, Dec 31 1969 04:00:00
PM
Version available:

Now

\

Activity since last restart
Virus feund: 0
Objects scanned: 0

Signatures

/

tes ago

nules ago

Activity since last restart
Total requests: 0
Denied
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Geolocation by Policy

You can now enable Geolocation at the
policy level

This provides you with more granular
control over the types of connections the
Firebox denies based on geographic
location

WatchGuard Training @atchGuard
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Geolocation by Policy

B, Geolocation *

Geolocation prevents —
C O n n e Cti O n S t O a n d f r O m Select the countriss to block by geographic location. Geolocation prevents connections to and from the countries you specify.

Kap  Country List Exceptions

th e CO u ntri eS yo u S peCify Click to select countries interactively.

When you enable the
Geolocation subscription
service, Geolocation is
automatically enabled

in all policies

Database version 20180403 Update Server...

WatchGuard Training
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Geolocation by Policy

= You can enable or disable
Geolocation in policy _—— |
settings rocy | Prpten | Adnced

HTTP-proxy connections are...
| Allowed ~ | |send TCPRST .

Edit Policy Properties >
cy Prop

r From

Firewall Policies / Edit
'ﬂ. Any-Trusted

Mame HTTP-prosy # Enable

Application Comtrol Traffic Management Scheduling

Edit... Remove

rTo

3 Policy Type HTTP-prox
Connections
Allowed r a0 Ior
EED
B Any-Trusted & Any-Extemal Edit... Remove

] Enable Application Control: | Global v| B

l [“] Enable Geolocation

[#] Enable IPS for this policy

Enable bandwidth and time quotas (Fireware QS v11.10 and higher)
ADD REMOVE ADD REMOVE

Proxy action or Content action: | HTTP-Client.Standard. 1

# Enable Geolocation
NA0IE INLTUSION PTEVENTon
Enable bandwidth and time quatas E aK

WatchGuard Training
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SMTP and POP3 over TLS

This release extends TLS profile support
to the POP3 and SMTP proxies

TLS profiles were previously supported
only for the IMAP and HTTPS proxies

This update enables POP3 and SMTP
proxies to inspect mail traffic encrypted
with TLS on implicit secure ports:

POP3 over TLS
SMTP over TLS

STARTTLS settings for SMTP also now
use TLS profiles

WatchGuard Training
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Explicit and Implicit TLS

Transport Layer Security (TLS) is a protocol that provides
encryption and security for data sent over a network

TLS can be explicit or implicit
Explicit TLS

Server converts a non-TLS connection to a TLS connection when it
receives the STARTTLS command

Implicit TLS
Server expects TLS based on the port
IMAPS: port 993 (support added to IMAP proxy in Fireware v12.1)

SMTPS: port 465 (support added to SMTP proxy in Fireware v12.2)
POP3S: port 995 (support added to POP3 proxy in Fireware v12.2)

WatchGuard Training
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SMTP Proxy — TLS

The SMTP proxy now supports both
implicit and explicit TLS

Explicit TLS (STARTTLS Encryption)
Supported in previous releases
STARTTLS now uses a TLS profile

Implicit TLS (SMTPS)

New in Fireware v12.2

Uses a TLS profile

You can select a separate TLS profile
for STARTTLS and SMTPS

WatchGuard Training
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. Clone SMTP Proxy Action Configuration

MName: |SMTP-Incoming.Standard 2

Description: | ard recommended standard configuratic

r Categories

= Benerall

- General Settings
~Greeting Rules
E-ESMTP

s

- STARTTLS Encryption

_mlllbﬂ LI
E-Attachments
;—----Cuntent Types
“-Filenames
=-Address

-~Mail From

'RCI}t To
----- Headers
—Gateway AV
----- Data Loss Prevention
----- spamBlocker
----- Deny Message
----- Proxy and AV Alarms

Pleaze select:

19




Secure SMTP (SMTPS)

The SMTP proxy now
supports Secure SMTP
(SMTPS)

The SMTP proxy supports:
SMTP on TCP port 25

SMTPS on TCP port 465
(new)

WatchGuard Training
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Mew Policy Properties *
Cy Frop

Name: |SMTP-proxy Enable

Policy Properties  Advanced

G:llicy Type: SMTP-proxy \
SMTP Pert Protocol
25 TCP

SMTPS Port Protocol
465 TCP

Policy added on 2018-04-19T10:11:47-07:00.

Policy Tags...

Logging...

Auto-block sites that attempt to connect

|:| Specify Custom idle Timeout
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SMTP Proxy — TLS Support

The TLS Support option ey ]
. Mame: |SMTP-proxy [/] Enable

controls which ports the e —

SMTP prOxy ”StenS On. SMTP-proxy connections are

Allowed ~ | [Send TCP RST

Disabled — SMTP proxy TLS Support: | Enabled ~ | (Fireware 05 v12.2 and higher)

r From

listens on port 25 only R any-extena

Enabled (default ) — SMTP
proxy listens on ports 25
and 465 R vone

Required — SMTP proxy I New Polcy Propertics -
IiStenS On port 465 Only Mame: | SMTP-proxy [ Enable

Policy Properties  Advanced

The port list depends on the T B
TLS Support option

x

Add... Edit... Remove

25 TCP

SHTPS Port Protocol
455 TCP

.
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SMTP Proxy — TLS Support

= In Fireware Web Ul, the TLS Support option and ports appear
together on the Settings tab

ewall Paolicies Add

Name SMTP-proxy ¥l Enable

Application Control Traffic Management Proxy Action Scheduling Advanced
Connactions are | Allowed v ﬁolicy Type SMTP-proxy \
rroroco:
[ TLS Support Enabled ¥ ] 25 TCP
465 TCP

ﬁﬁny—External -ﬁﬁ\ny—Trusted
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SMTP Proxy Action — TLS Settings

SMTP proxy actions now include TLS settings

TLS settings apply only when TLS Support is set to Enabled or
Required in the SMTP policy

The TLS settings in the proxy action include:

TLS Profile
Action
Allow

Inspect

WatchGuard Training
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BEL SMTP Proxy Action Configuration (predefined)

MName: |SMTP-Incoming. Standard

Description: |ard reco

mmended standard configuration for SMTP-Incoming with logging enabled

r Categories

[H-General TLS

EI---E_SMTP Content | ction S Fi 05 v12.2 and high I ction O
;—----ESMTF‘Seﬂings ontent Ingpection Summary (Fireware OS5 v12.2 and higher) Inspection On
-~ ETARTTLS Encryption
L Authentication TLS Profile: | TLS-Server Standard R @’ s

[-Attachments 55Lv3 Disabled PFS Ciphers Allowed TLS Compliance Enforced

[H-Address

~-Headers

~—Gateway AV Action: | Inspect

~-Data Loss Prevention
~-spamBlocker

~Deny Meszage
~Proxy and AV Alarms

~ D Alarm Log

Ao
Inspect
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SMTP Proxy Action — STARTTLS Encryption

In the ESMTP settings, the TLS Encryption settings are now
called STARTTLS Encryption

These settings also use a TLS profile

The TLS profile you select in the STARTTLS Encryption settings
can be different from the TLS profile in the TLS settings

Clone SMTP Prowxy Action Configuration >
ey g

Name: |SMTP-Incoming.Standard.2

Description:  |ard recommended standard configuration for SMTP-Inceming with legging enabled

r Categories ~
[=-General STARTTLS Encryption

E—----General Settings
E-----Gree.l‘cing Rules

Enable STARTTLS for Content Inspection

IT:!---E:SMTF‘ Content Inspection Summary (Fireware 05 v12.2 and higher) Inspection On
i ~ESMTP Settings
. -~STARTTLS Encryption TLS Profile: | TLS-Server.Standard v| B P

L Authentication
B---Aﬁa chments
C-I:I ntent Types

S5Lv3 Disabled PFS Ciphers Allowed

WatchGuard Training
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SMTP and POP3 over TLS

A TLS profile is a collection of — .
TLS-related security settings: o s st

Description: | Standard TLS profile for clients.

Allow SSLv3 [ Alow ssLva

|:| Allow only SSL compliant traffic

Certificate Validation

A”OW Only SSL Compllant traﬁ:lC [] use OCSP to validate cerificates

If a certificate cannot be validated, the certificate is considered invalid

Perfect Forward Secrecy Ciphers

Certificate Validation (OCSP) Ao
Perfect Forward Secrecy Ciphers

The POP3 and SMTP proxies now J—
use the Same Client and Server Description: | Standard TLS profile for servers.

[] Allow 55Lv3

TLS prOfiIeS preViOUSIy Supported [+] Allow only S5L compliant traffic
for other proxies 53 e 005 0 v

|:| Use OCSP to validate certificates

B Edit TLS Profile X

If a cerificate cannot be validated, the cerificate is considered invalid

Perfect Forward Secrecy Ciphers
Allowed ~
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Secure POP3 (POP3S)

The POP3 proxy now
supports Secure POP3
(POP3S)

The POP3 proxy supports:
POP3 on TCP port 110

POP3S on TCP port 995
(new)

WatchGuard Training

I, Edit Policy Properties

Mame: |POP3-proxy.1

Policy Properties  Advanced

Policy Type: POP3-proxy

POP3 Port Protocol
110 TCP

POP3S Port Protocol
995 TCP

X

Enable

Policy added on 2018-04-18T16:52:43-07.00.

Policy Tags...

Logging...

Auto-block sites that attempt to connect

|:| Specify Custom Idle Timeout

26
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POP3 Proxy — TLS Support

The TLS Support OptiOn B Edit Policy Properties X
COﬂthlS WhiCh portS the Name: |POP3-proxy.1 [ Enable
POP3 proxy listens on: ks [t Aancd

POP3-proxy connections are.

Disabled - POP3 proxy lTALZD:uE:JDrt: Enabled = SendTEPR;Tireware05v12.2&ndhigher}
listens on port 110 only

Enabled (default ) — POP3
proxy listens on ports 110 | DEE D
and 995

Required — POP3 proxy
listens on port 995 only

rom
‘ﬁ Any-Trusted

rTo
“ﬁ Any-External

B Edit Policy Properties *

Name: | POP3-proxy.1 Enable

Policy Properties  Advanced

The port list depends on the —_— S
TLS Support option

POP3S Port Protocol
995 TCP

\S >

WatchGuard Training
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POP3 Proxy — TLS Support

= In Fireware Web Ul, the TLS Support option and ports appear
together on the Settings tab

Firewall Policies Edit

Name | POP3-proxy @ Enable

Application Control Traffic Management Scheduling
Connections are Allowed = ﬁoficy Type POP3-proxy \
rroTocoL
[ TLS Support Enabled v ] 110 TCP

POP3S PORT = PROTOCOL
995 TCP
Crow-

'ﬁﬁ.ny -Trusted 'ﬁ'ﬁ.ny—Ex’cemal
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POP3 Proxy Action — TLS Settings

POP3 proxy actions now include TLS settings

TLS settings apply only when TLS Support is set to Enabled or
Required in the POP3 policy

The TLS settings in the proxy action include:

TLS Profile

Action
Allow

Inspect

WatchGuard Training

BEL POP3 Proxy Action Cenfiguration (predefined)

Name: |POP3-Client. Standard

Description: | 1Guard recommended standard configuration for POP3-Client with logging enabled

r Categories

E-General TLS
“-General Settin g8

[=-POP3 Protocal

Content Inspection Summary (Fireware 0S5 v12.2 and higher} Inspection On

. =-Authentication

S"'A_ﬂﬂ chments TLS Profile: | TLS-Client. Standard

v DB

SSLv3 Disabled OCSP Disabled PFS Ciphers Allowed TLS Compliance Mot enforced

Action: | Inzpect

~ | [ alrm Log

Allowe
Inzpect




POP3 Proxy Action TLS Settings

L]
LS settin gs apply only I 6t POP3 oy Acton Confguration
h T LS S rt - Mame: |POP3-Client.Standard.1
W e n u p po I S De=cription: 1Guard recommended standard configuration for POP3-Client with logging enabled

enabled or required in a ==

E'""GeneraISeﬂings Content | ction S Fi 05 w12.2 and high I ction O
E!---PQP3 Protocol ontent Inspection Summary (Fireware OS wv12.2 and higher} Inspection On

L]
. -Authentication
pOI ICy é---A_nacnments TLS Profile: | TLS-Client.Standard «| WP

r-~Content Types SSLv3 Disabled OCSP Disabled PFS Ciphers Allowed TLS Compliance Not enforced
-Filenames

----- Headers

If you edit the proxy action 2] Daem B

----- =pamBlocker
----- Deny Message

from the Proxy Actions list, || s | momssen s
. . @ :
click View to see whether

View ...

TLS is enabled for policies

that use the proxy action

. Policy TLS Settings in Policies X
Policy Name TLS Support
POP3-proxy.1 Enabled

WatchGuard Training
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TCP/UDP Proxy Action

BEL TCP-UDP Proxy Action Configuration (predefined)

The TCP-UDP proxy action

now applies to POP3 and
SMTP

The POP3 proxy action
applies only to TLS/SSL
requests on port 995

The SMTP proxy action
applies only to TLS/SSL
requests on port 465

The HTTPS proxy action
applies to TLS/SSL
requests on all ports not
specified by other
protocols

WatchGuard Training
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Name: | TCP-UDP-Proxy. Standard

Description:  |ird recommended standard cenfiguration for TCP-UDP-Proxy with logging enabled
r Categories
General General

Select a proxy action for each protocol.

HTTP: HTTP-Client Standard v| Ef| P>

HTTPS: HTTPS-Client Standard v | [Ef| [C»

HTTPS Proxy action applies to TLS/SSL requests on all ports not explicitly specified by other protocols

S SP-Client v| E P>

FTP: FTP-Client Standard v| Ef P>

IMAP: IMAP-Client. Standard ~ Ej. D- (Fireware 05 w12.1 and higher)

Redirect IMAPS (TLS on port 993)
This proxy action applies only to TLS/SSL requests on port 993.

POP3: POP3-Client Standard «| [B [’y (Fireware 05 v12.2 and higher)

Redirect POP3S (TLS on port 995)
This proxy action applies only to TLS/SSL requests on port 995,

SMTP: SMTP-Outgoing. Standard v | [E s (Firewars 05 v12.2 and higher)

Redirect SMTPS (TLS on port 4553
This proxy action applies only to TLS/SSL requests on port 455,

Other Protocols: | [Allow] v

Enable logging for reports

|:| Override the diagnostic log level for proxy pelicies that use this proxy action

Diagnostic log level for this proxy action |Error
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Restore Configuration from Fireware Web Ul
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Restore Configuration from
Fireware Web Ul

In previous versions of Fireware, you
could save the configuration to a file
from Fireware Web Ul

You can now restore the saved
configuration file from Fireware Web Ul

WatchGuard Training @&chGuard‘
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Restore Configuration from Fireware Web Ul

In Fireware Web Ul, you can restore a saved configuration file
from the Configuration File page

w” Fireware Web Ul (Watch® X

< C | A Notsecure | bitps//10.0.1.1:8080/system/configuration Q (o]

- .
@atchﬁuard' Fireware Web Ul LUmer- admin @ @

Configuration File
MNote: This dow
Oopening it wit

aded file is in a compressed format (.gz). Be sure to decompress the file before
olicy Manager.

Show your Firebox device configuration file in an easy to read, printable format.
Mote: this link will cpen a new browser window. Be sure your popup blocker is configured to allow
popups for Fireware Web UL

Restore Configuration File

WatchGuard Training
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Restore Configuration from Fireware Web Ul

To restore a saved configuration file:
In Fireware Web Ul, select System > Configuration

Select a saved configuration file for the same Firebox model
The configuration file can be one of these types:

Compressed (.gz) configuration file downloaded from the Web Ul

Configuration file (.xml) saved from Policy Manager or extracted
from the .gz file

Click Restore

rfigur. F
Note: This downloaded fil i g7). Be p he file bef; p it with Policy Manager.
W | fi n file y printable fi
| lirk: wwill b rwindow. B popup igured pUp F u
Restore Configuration File
Choose File | WatchGuard-XTM_xml gz

WatchGuard Training
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Restore Configuration from Fireware Web Ul

When you restore a configuration file, the Firebox checks the
file to verify compatibility

The Firebox does not restore the configuration file if:
Firebox model does not match
OS compatibility setting is newer than the installed OS version

When you restore a configuration file, there is no change to
the Firebox feature key

If you restore a configuration that enables subscription services
that are missing or expired in the feature key, or if the Firebox
does not have a feature key, the behavior for those services is
the same as when a feature key expires

WatchGuard Training
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Firebox Cloud Enhancements

WatchGuard System Manager and
WSM Management Server can now
manage Firebox Cloud

Firebox Cloud now supports these
features:

Single Sign-On (SSO)
spamBlocker

Quarantine Server

Firebox Cloud for Azure will support an
hourly license option

WatchGuard Training
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Firebox Cloud — WSM Support

WatchGuard System Manager (WSM) now supports
management of Firebox Cloud

WatchGuard System Manager
Policy Manager

Firebox System Manager

WSM Management Server now supports management of
Firebox Cloud for:

Management of multiple Firebox OS updates
Drag-and-drop VPNs

Templates

WSM Quick Setup Wizard is not supported for Firebox Cloud

WatchGuard Training
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Firebox Cloud — WSM Support

= To connect to Firebox Cloud from WatchGuard System
Manager, use the Firebox Cloud IP address or DNS name

WatchGuard Training

WatchGuard System Manager

File Edit Tools Window Help

— a X

(T ij+m e Be|t0®

Device Status |

Connect to Firebox

*

Please enter the user login information @atchGua rd

of your Fireboac.

IP Address or Mame:
User Mame:

Passphrase:;

Authentication Server:

I fb.westus.doudapp.azure. com j

Login I Cancel | Help |

40
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Firebox Cloud — Policy Manager

Policy Manager does not allow you to configure features and
options that are not supported by Firebox Cloud, such as:

Most networking features (manage network settings in the VM
configuration)

Gateway Wireless Controller

Quotas

Mobile VPN with SSL Bridge VPN option

Services: Network Discovery, Mobile Security, DNSWatch
Hotspot

Explicit Proxy (not currently hidden, but not supported)

WatchGuard Training

Copyright ©2018 WatchGuard Technologies, Inc. All Rights Reserved



42

Firebox Cloud — Policy Manager

= On the Network > Configuration page:
* The Interfaces tab shows read-only interface information

* On the Loopback tab you can configure a loopback interface

I, Metwerk Configuration d

interfaces  Loopback

Fitarfacs Enablad Name (Akas) Pubhc Pvds Lacal Pvds
etho ves External hssiiass  Jioos
ethl es Trusbed 10.0.1.5
|=I:h2 s Opticnak1 10.0.2.4
&th3 L] Opticnalk2 10,0.3.4
[ External (ethQ)

Enabled es Interface ID
Lone westus Public Hostname
Gatewsy Public IPvds 13.91.13.96
MAC Address  000D3AMBC2F Local IPvds 10.0.0.5
Device Humber 0 Local Hostname

VPC ID

[ox ][ cancet || e

WatchGuard Training
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Firebox Cloud — Policy Manager

When you save the Firebox Cloud configuration to a file,
Policy Manager saves three files:

The configuration file (.xml)
The feature key file (_lic.tgz)

The VM information file ( _vmhost.json)

s

Mame Date modified Type Size

|:] FireboxCloud xml 4/20/201811:20 AM - XML Docurmnent 467 KB

| FireboxCloud_lic.tgz 4/20/201811:20 AM  TGZ File 1KB
g

@ FireboxCloud_vmhost.json 4/20/201811:20 AM  JSON File 2 KB

WatchGuard Training
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Firebox Cloud — Policy Manager

Firebox Cloud configuration

files are not compatible with i et :
Other Firebox mOdels ;i;::x Medel: FFii::::Cluud FireboxCloud-MED

Location: sy=stem location

On the Setup > System

page for Flrebox CIOUd, you Time zone: (GMT) Greenwich Mean Time w
cannot change the Firebox
Model

On the Setup > System I Device Configuration W
page for any Other FirebOX Firebox Model: |Firebox T Series w | TIW

Firebox X Edge

model, you cannot change

. Location: Firebox X Peak
the model to Firebox Cloud Conact | HetenGuara i
WatchGuard XTWMv
Time zone: Firebox T Series "

In Policy Manager, you Frcho I Seres
cannot create a new
Firebox Cloud configuration

| OK | Cancel Help

WatchGuard Training
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Firebox Cloud — Firebox System Manager

= In Firebox System Manager, the VM Information tab shows
information about the Firebox Cloud virtual machine

* This is the same information available in Fireware Web Ul on the
System Status > VM Information page

Firebox Systern Manager - 13.91.13.96 [Connected) - O o

Eile View Jool: Help

O LD KL D

Front Panel Traffic Monitor Bandwidth Meber Service Wakch
Authentication List Blocked Sites Subseription Services Traffic Management l WM Information l
Microsoft Azure
VM ID BaTE63da-feal-4343-11aa-0ebTd1b5118a
VM Size Standard_DS3
Location westus

Public Hostname FBweshus. cloudapp.azure.com
Public IPv4 Address  13.91.13.86

Public Key

PRAAE T T P AR P A LIRS O S TP e A LT ST TR W v Tamigoess TS TSRO s |
EBPOR T GAIDA N OUSeHQe g 4P 8 32y 1gkDb 2700 TTE0kdPivOhgo IG A0 2Gr kM ignE0dL gag TwnbC 2/ ShbiixHIFPbat
G The 2L QDE 3BpghCUv MRl vbeRhivy 20, S LT SO0g8NdATd SinM4matSPCeW I m T 1AMHT 22GDFW g Sug fujwihak
B ITESAQ0wNES | ZbEAION HTS + FriFcYUNEUEELS +P Pyl + kP acMLKABVEESEw ==

W

Refresh Interval: 5mnutes Pause
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Firebox Cloud — New Supported Features

Fireware v12.2 for Firebox
Cloud now supports
configuration of these
features in both Web Ul and
Policy Manager:

Single Sign-On
spamBlocker

Quarantine Server

WatchGuard Training

@gtchGuard

Fireware Web Ul

Enable Single 5ign-0n (S50) with Active

SS0O Agents

Specify the IP address of servers on which
S50 Ag To initiate manual failover, clic

50 Agent.
u 550 AGENT IP ADDRESS l

Mote: To configure multiple SSO Agents on

SSO Exceptions

Specify networks and hosts that do not rec

u 550 EXCEPTION l

Settings

Keep-Alive Interval 10

Keep-Alive Timeout 60

Enable Single 5ign-0n (S50) through Bt
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Firebox Cloud — Feature Key Visibility

Firebox Cloud with an hourly license does not require a
feature key from WatchGuard

The cost of Firebox Cloud and all security services is included in
the hourly price

For Firebox Cloud with an hourly (pay as you go) license, the
Feature Keys page is now visible in Fireware Web Ul

Select System > Feature Key
The Feature Key page shows only the list of licensed features

There is no expiration date for each feature

The Feature Key page is read-only

WatchGuard Training
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Firebox Cloud — Azure Hourly License

Previously, Firebox Cloud was available in the Microsoft Azure
Marketplace only with a BYOL license

Firebox Cloud v12.2 will be available for Azure with both
BYOL and hourly license options

The hourly license includes a free 30 day trial
No hourly software charges for the instance during the trial
Azure infrastructure charges still apply

The trial converts to a paid hourly subscription upon expiration

Firebox Cloud with both license options will be available in
Azure Marketplace shortly after general availability (GA) of
Fireware v12.2

WatchGuard Training
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WebBlocker Usability

WebBlocker has been updated to make
It easier to see and manage denied
categories in WebBlocker actions

The Ul for category management in
WebBlocker is now more consistent with
category management in Application
Control

WatchGuard Training

@atc hGuard
Copyright ©2018 WatchGuard Technologies, Inc . All Rights Reserved




WebBlocker Usability Enhancements

In a WebBlocker action you can now:
* Filter categories by deny status or by top-level category

* Search for a category by name

* Click a column heading to sort the list by that column

®5ch6uard' Fireware Web Ul User admin @ ®

WebBlocker / WebEBlocker_Test

Action Mame | WebBlocker_Test

F
b O Abartion Abortion |

O Abortion Pro-Choice )

O Abortion Pro-Life )

Copyright ©2018 WatchGuard Technologies, Inc. All Rights Reserve
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WebBlocker Usability Enhancements

= You can now configure Alarm and Log options per category

* To receive notification when WebBlocker denies content for a
category, select Alarm

* To generate a log message when WebBlocker denies content for
a category, select Log

@5ch6uard' Fireware Web Ul TR— ® ®

-/ WebBlocker_Test

Action Name | WebBlocker_Test

Show all categories v All Categories Search
m CATEGORY SUBCATEGORY ALARM
rF
Abortion Abortion
] Abortion Pro-Choice ||
[l Abortion Pro-Life \ |g|)
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WebBlocker Usability Enhancements

WebBlocker action configuration in Policy Manager

To see a list of denied
categories, select the
filter Show only denied

To deny all categories in
the filtered list, click

Deny All

To clear the Deny check
box for all categories in
the filtered list, click

Clear All

WatchGuard Training
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BEL Edit WebBlocker Action

Name: Defaul-WWebBlocker

Description: | Default configuration for WebBlocker

Categories Exceptions Advanced Alarm Server

v .4l Categories ~ | Search:

ATEQOrY Subcategory I Alarm | Log
Extended Protection Extended Protection [l
Extended Protection Dynamic ONS O
Extended Protection Elgvated Exposure O
Extended Protection Emerging Exploits D
Extended Protection Newly Registered Websites I:‘
Extended Protection Suspicious Content O
Infermation Technology Proxy Avoidance D
Parked Domain Parked Domain O
Security Security l
Security Advanced Malware Command and Control [
Security Bot Networks O
Security Compromised Websites O
Security Keyloggers O
Security Malicious Embedded iFrame O
Security WMalicious Embedded Link O
Security Malicious Web Sites O
Security Mobile Malware O
Security Phishing and Other Frauds O
Security Potentially Unwanted Software I:‘
Security Spyware D
Security Suspicious Embedded Link I:‘
Deny Al Clear Al i
When a URL is uncategorized | Allow ~ Alarm Log this action
Cancel Help
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On-Premises WebBlocker
Server

Fireware now supports an on-premises
WebBlocker Server with the same set of
content categories as Websense cloud
(now called WebBlocker cloud)

Supports more content categories than
the WebBlocker Server previously
available for local installation with WSM

New Ul available in Fireware v12.2 Beta,
but feature not yet available

WatchGuard Training
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On-Premises WebBlocker Server

The on-premises WebBlocker Server must be installed as a
virtual machine

Supported environments:
Microsoft Hyper-V System Center VMM 2012 and higher
VMware vCenter 5.0 and higher

The WebBlocker Server previously available in WatchGuard
Server Center has been removed

WatchGuard Training



On-Premises WebBlocker Server — Upgrade

= When you upgrade to
Fireware v12.2:

* WebBIlocker actions
that use a WebBlocker
Server with SurfControl
are updated to use
WebBlocker Cloud

* Previously configured
content categories are
automatically converted
to equivalent categories
in WebBlocker cloud

WatchGuard Training
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bBlocker / WebBlocker_Test

Fireware v12.1.1

Action Name | WebBlocker_Test

Categories Exceptions Advanced Alarm

Lleo dh e il e an e Loy o

® Use a WebBlocker Server with SurfControl (54 categories)

IP ADDRESS +

10.0.100.80 5003

IP| IP Address

Port| 5003 ADD

WebBlocker / WebBlocker_Test

Fireware v12.2

Action Name | WebBlocker_Test

Categories Exceptions Advanced Alarm

® WebBlocker cloud

On-premises WebBlocker server T

Ta select an on-premises WebBlocker Server, you must first add it in the WebBlocker Global Settings.
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On-Premises WehBlocker Server Licensing

The on-premises WebBlocker Server is licensed as part of a
WebBlocker subscription

To activate an on-premises WebBlocker Server, you must
have a Firebox with an active Total Security or WebBlocker
subscription

If the WebBlocker subscription expires, the WebBlocker
Server activation also expires

WatchGuard Training
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On-Premises WebBlocker Server Setup

WebBlocker Server installation files:
.OVA file for installation on VMWare
\VHD file for installation on Hyper-V
Installation:
Use the .OVA or .VHD file to create a virtual machine

Connect and run the WebBlocker Server Setup Wizard

WatchGuard Training
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On-Premises WebBlocker Server Setup

. B WebBlocker Global Settings X
To add an on-premises WebBlocker =~
Server to the Firebox configuration, | weeer
edit WebBlocker Global settings
WebBlocker Server Properties:
Display Name — The server name
as |t appears |n the WGbBlOCker On-lf‘remisesWebEIDckerServers[Fireware05v12.2&ndhigher} | |
configuration el | L
Address — WebBlocker Server o
host name or IP address
Port and TLS options — Default
settings match the defaults for the | B A omPremsesoe X
on-premises WebBlocker Server
Authentication Key — the - ] Duens
Authentication Key on the Fepn ey mmm—
WebBlocker Server

WatchGuard Training
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On-Premises WebBlocker Server Setup

By default, all WebBlocker actions use WebBlocker cloud

To use an on-premises WebBlocker Server
Create or edit a WebBlocker action

On the Server tab, select the on-premises WebBlocker Server

. MNew WebBlocker Action

Mame; WebBlocker_On-Prem

Description: | Custem configuration for WebBlocker with on-prem server

Categories Exceptions Advanced Alarn" Server

O WebBlocker cloud

@ Dn-premises WebBlocker server (Fireware 05 v12.2 and higher} ]

local webblocker w

WatchGuard Training
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FQDN Improvements

FQDN support has been extended to
provide greater granularity and flexibility

You can now use a wildcard FQDN with
multi-level subdomains

More than one FQDN can now resolve to
the same IP address

You can use the same FQDN in more
than one policy

FQDN support for SNAT

WatchGuard Training @atchGuard
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FQDN Subdomain Wildcard Support

Multi-level wildcard subdomain support for FQDNSs in policies,
aliases, and any feature that supports FQDN input

Previously only supported 2 levels (*.example.com)

For example, you can now specify an FQDN as:
*.b.example.com

*.a.b.example.com

WatchGuard Training
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FQDN Wildcard Support

Overlapping addresses in FQDN wildcards are resolved by
policy precedence

For example, a.b.example.com is applicable to all three of
these FQDN entries:

*.example.com
*.b.example.com

a.b.example.com

The policy that is applied is based on the policy precedence
order

If a policy with the FQDN *.example.com appears first in the
policy order, a.b.example.com will be applicable to that policy

WatchGuard Training
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Multiple FQDN Resolution to One IP Address

Multiple FQDNs can resolve to the same IP address

For example:
*.blog.example.com

*.example.com

Previously, Fireware mapped the IP address only to the first
FQDN that resolved to it

This created limitations because FQDNs can be used in many
places in the configuration

This becomes a more common issue with wildcard FQDNs
Now an IP address can be mapped to more than one FQDN

The FQDN that appears in traffic log messages depends on
policy precedence

WatchGuard Training
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FQDN in Multiple Policies

The same FQDN can be used in more than one policy

Prevents issues with multiple FQDN matches in different

packet level features, such as packet filter policies, blocked
sites, and blocked sites exceptions

Policy order precedence decides the FQDN resolution

WatchGuard Training
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FQDN Support for SNAT

You can now specify an FQDN in a
static NAT (SNAT) action to help make
policy management easier and to avoid
downtime from IP address changes

For example, if your Firebox is
configured to process SMTP traffic from
an Office 365 mail server, you can
specify an FQDN instead of IP
addresses for Office 365

If the Office 365 IP addresses change,
you no longer need to update the SNAT
entry

WatchGuard Training
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FQDN Support for SNAT

= When you add or edit a SNAT member, a new drop-down list
appears that includes an FQDN option:

Edit Member

WatchGuard Training
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FQDN Support for SNAT

Example — Hybrid mail environment with a local mail server
and Office 365 in the cloud

On the Firebox, configure an SMTP-proxy policy for port 25
traffic from the External interface

Add an SNAT entry that specifies an FQDN for the Office 365
mail server

WatchGuard Training
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Control Firebox-Generated Traffic

New enhancements give you control over traffic generated by
the Firebox:

Enable a global setting to configure policies for Firebox-
generated traffic

Configure policy-based routing for Firebox-generated traffic
Set a different source IP address for Firebox-generated traffic

Specify the loopback IP address as the source in dynamic NAT
policies

WatchGuard Training
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Control Firebox-Generated Traffic

These enhancements have many uses:

You can apply global NAT, per-policy NAT, policy-based routing,
traffic management, and QoS to policies for Firebox-generated
traffic

Examples of Firebox-generated traffic:

Signature-based cloud services, such as Gateway AntiVirus,
Intrusion Prevention Service, Application Control, Data Loss
Prevention, Botnet Detection, and Geolocation

Tunnels not tied to an interface (SSL management and BOVPN
TLS clients)

Log traffic from the Firebox to a Dimension server

WatchGuard Training
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Control Firebox-Generated Traffic

To add new policies for Firebox-generated traffic, you must
first select the Enable configuration of policies for traffic
generated by the Firebox global setting

WatchGuard Training
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ontrol Firebox-Generated Traffic

= Web Ul

WatchGuard Training

Global Settings

Networking

Web Ul Port
8080

Automatic Reboot

([ Schedule time for reboot|  Daily v 0 (Hour)| 0 (Minute)

Device Feedback

Device feedback helps WatchGuard improve products and features. The feedback that your device sends to WatchGuard includes
information about how your device is used, but does not include identifying information about your company or your company data.

¥ Send device feedback to WatchGuard

Fault Report

Fault Reports include data about errors that occur on your device. WatchGuard will use this information to help improve the device 05 and
hardware.

[ send Fauit Reports to WatchGuard daily

Device Administrator Connections
[¥] Enable more than one Device Administrator to log in at the same time

Traffic generated by the Firebox

[# Enable configuration of policies for traffic generated by the Firebox

Copyright ©2018 WatchGuard Technologies, Inc. All Rights Reserved
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ontrol Firebox-Generated Traffic

Policy Manager
K

Global Settings
General | Networking | Logon Disclaimer
Web Ul Port
3080/=
Automatic Reboot
[ "] schedule time for reboot | Daily = 05| (DAY:HH:MM)

Device Feedback

Device feedback helps WatchGuard improve products and features. The feedback that your device sends
to WatchGuard includes information about how your device is used, but does not include identifying
infermation about your company or your company data.

Send device feedback to WatchGuard

Fault Report

Fault Reports include data about errors that occur on your device. WatchGuard will use this information to
help improve the device OS and hardware.

|:| Send Fault Reports to WatchGuard daily (Fireware 0S5 v11.9.3 and higher)

Device Administrator Connections

|:| Enable more than one Device Administrator to log in at the same time (Fireware 05 v11.10.1 and higher)

Traffic generated by the Firebox (Fireware 0S5 v12.2 and higher)

Enable configuration of policies for traffic generated by the Firebox (Fireware 0S v12.2 and higherj

WatchGuard Training
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Control Firebox-Generated Traffic

When the Enable configuration of policies for traffic
generated by the Firebox check box is selected:

The Any-From-Firebox policy appears in the list of policies. This
policy cannot be modified or removed.

You can add new policies that apply to Firebox-generated traffic

When the list of policies is configured for auto-order mode,
policies that specify Firebox-generated traffic appear before all
other policies

Policies that you add for Firebox-generated traffic appear before the
Any-From-Firebox policy because they are more granular

WatchGuard Training
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Control Firebox-Generated Traffic

= Web Ul

Policies
ACTION ~ ADD POLICY Filter| Mone v
e S A T R A S
(] 1 ,/3% ﬁnl From Firebox  Any Firebox Any Any
WatchGuard Training
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Control Firebox-Generated Traffic

= Policy Manager

K untitled.xml *- Fireware Policy Manager
Fie Edit Wiew Setup Metwork FireCluster YPN Subscription Services Help

EAEH|VEXITELR AAdIEAN T ?

Firewall | Mobile VPN with IPSec
Fiter: | No
3\

Order 7 | Au:tinnl Policy Name Policy Type I From I To I Port I

1 J' Any From Firebox Any Firebox Any any

2 v ﬁ ﬁ Any-Trusted, Any-Optional Any-External tcp:21

3 J' o \NatchGuard Web Ul WG-Fireware-xXTHM-WebUl  Any-Trusted, Any-Optional Firebox tcp:8020

4 J' Qf:' Ping Ping Any-Trusted, Any-Optional Any icmp (type: 8, code: 255)

5 J' o \NatchGuard WG-Firebox-Mgmt Any-Trusted, Any-Optional Firebox top 4105 top: 4117 top:4118

[+ J' s Cutgeoing TCP-UDP Any-Trusted, Any-Optional Any-External tcp:0 (Any) udp:0 (Any)

WatchGuard Training
Copyright ©2018 WatchGuard Technologies, Inc. All Rights Reserved



80

Control Firebox-Generated Traffic

Logging for the Any-From-Firebox policy is controlled by the
Enable logging for traffic sent from this device check box

This check box appears in the global logging settings:
Web Ul — System > Logging > Settings
Policy Manager — Setup > Logging > Diagnostic Log Level

Logging for policies that you create is controlled in those
policies

WatchGuard Training
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Control Firebox-Generated Traffic

Use cases

For multi-WAN, you can control which WAN interface is used for
Firebox-generated traffic to cloud-based WatchGuard
subscription services

This helps you prevent subscription services traffic to unintended
or expensive interfaces

Example: On a connection with limited bandwidth, force
WebBlocker traffic to use a specific interface so WebBlocker traffic
does not reduce the bandwidth available to VolIP traffic

Example: Force traffic from the Firebox to your Log Server to use a
specific interface rather than the VPN tunnel

WatchGuard Training



Control Firebox-Generated Traffic

Use cases

For BOVPN virtual interface tunnels configured as zero route,
you can create exceptions

Example: If the local Firebox requests signature updates, the
request is sent through the tunnel. If the remote Firebox does not

allow DNS requests, the signature updates fail

To avoid this issue, you can force traffic to cloud-based WatchGuard
subscription services to use a WAN interface instead of the VPN

tunnel

You can force traffic that matches local, static, or policy-based
routing routes to take precedence over routes specified in your
BOVPN configuration

WatchGuard Training
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Control Firebox-Generated Traffic

Use cases

Configure the Firebox to use provider-independent IP addresses

WatchGuard Training

Copyrig

Example: You have a provider-independent block of IP addresses
and multiple ISPs. The external Firebox interface has a public IP
address that is not part of the provider-independent IP address
block.

To use provider-independent addresses for Firebox-generated traffic
or traffic that passes through the Firebox, set the source IP address
in @ DNAT rule to one or more IP addresses from the provider-
independent block

A provider-independent |IP address you specify as the source IP
address is not bound to a specific interface
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Control Firebox-Generated Traffic

Use cases

Apply Quality of Service (QoS) and traffic management to traffic
generated by the Firebox

Example: Apply QoS and traffic management to Firebox-generated
traffic to make sure emergency calls placed over VoIP are not
interrupted

WatchGuard Training



WatchGuard Training

Copyright ©2018 WatchGuard Technologies, Inc. All Rights Reserved

@gcchGuard'



86

AES-GCM Support

Fireware now supports AES-GCM for IPSec and SSL/TLS
VPN and mobile VPN tunnels

GCM (Galois/Counter Mode) is an authenticated encryption
algorithm known for its security, efficiency, and performance

Encryption and data integrity check occur simultaneously

Performance increases on Intel-based Fireboxes without
hardware crypto support (T55 and T70)

Performance increases on FireboxV and Firebox Cloud for any
processor models that support AES-NI

GCM is required by NSA Suite B, a standard specified by the
United States government and adopted worldwide for data
security

WatchGuard Training
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AES-GCM Support

AES-GCM is supported for these features:
BOVPN (IPSec and TLS)
BOVPN virtual interfaces
Mobile VPN with IKEv2
Mobile VPN with SSL

These options are supported:
AES-GCM-128
AES-GCM-192
AES-GCM-256

WatchGuard Training

Copyright ©2018 WatchGuard Technologies, Inc. All Rights Reserved



88

AES-GCM Support

= Mobile VPN example — Mobile VPN with SSL

Mabile VPN with 55L

When you activate Mobile VPN with 55L, the "SSLVPN-Users” group and the "WatchGuard SSLVPN" policy are created to allow Maobile VPN with S5L connections from the
Internet to the external interface.

(¥ Activate Mobile VPN with SSL

General Authentication

Authentication SHA-256 b

Encryption AES (256-bit) ¥
3DES

AES (128-bit)
AES (192-bit)

Data channel

443

AES-GCM (128-bit)
AES-GCM (192-bit)
AES-GCM (256-bit)

Configuration channel (TCP)

WatchGuard Training
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AES-GCM Support

= BOVPN example — Phase 1
settings

WatchGuard Training

Copyright ©2018 WatchGuard Technologies, Inc. All Rights Reserved

Branch Office VPN / Add

Gateway Name | gateway.4

General Settings Phase

Version| |KEv2

< NAT Traversal

Keep-alive Interval 20 seconds
| Dead Peer Detection (RFC3706)
Type Traffic-Based v
Traffic idle timeout 20 seconds

Max retries 5

Transform Settings

PHASE 1 TRANSFORM

AES-GCM(256-bit)

ADD EDIT REMOVE

KEY GROUP

Diffie-Hellman Group 14

MOVE UP MOVE DOWN

L
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AES-GCM

Support

= BOVPN example — Phase 2 settings

Name
Description
Type
Encryption

Force Key Expiration

WatchGuard Training

ESP (Encapsulating Security Payload)

AES-GCM{256-bit) v

Mone

DES

3DES

AES(128-bit)

AES(192-bit)
i

AES-GCM(128-bit)

AES-GCM(192-bit)

AES-GCM(256-bit)

CANCEL

T

Copyright ©2018 WatchGuard Technologies, Inc. All Rights Reserved

isabled, the key expiration interval is set to
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AES-GCM Support

AES-GCM support details

IPSec BOVPN and BOVPN virtual interface configurations:

AES-GCM is supported for IKE proposals only when you select
IKEV2

AES-GCM is supported for IPSec proposals in both IKEv1 and
IKEV2

Mobile VPN with IKEVZ2 clients:

Windows supports all AES-GCM options, but only for IPSec
proposals

macOS and iOS support AES-GCM-128 and AES-GCM-256 for IKE
and IPSec proposals. AES-GCM-192 is not supported.

Android supports all AES-GCM options in for IKE and IPSec
proposals

WatchGuard Training
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AES-GCM Support

AES-GCM support details

Mobile VPN with SSL

Windows and MacOS clients can support all AES-GCM options

Mobile SSLVPN servers can support all AES-GCM options
BOVPN over TLS

Client and Server mode support all AES-GCM options
Unsupported features

Management tunnels over SSL

Mobile VPN with IPSec

Mobile VPN with L2TP
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AES-GCM Support

Fireware supports a 16-byte Integrity Check Value (ICV) to
verify data integrity

16-byte ICV is required by GCM
8- and 12-byte ICVs are not supported

WatchGuard Training

Copyright ©2018 WatchGuard Technologies, Inc. All Rights Reserved



L ]
Tt

WatchGuard Training
Copyright ©2018 WatchGuard Technologies, |

@gcchGuard'



Secondary IP Addresses for
BOVPN Gateways

To configure BOVPN and BOVPN virtual
interface connections in more complex
environments, you can now specify a
secondary IP address as the local
gateway |IP address

WatchGuard Training
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Secondary IP Addresses for VPN Gateways

A new drop-down list named Interface IP Address now
appears in the gateway settings in the BOVPN and BOVPN
virtual interface configurations

To specify a secondary IP address for a BOVPN or BOVPN
virtual interface gateway, the interface you select as the
Interface IP Address must already be configured with a
secondary IP address

WatchGuard Training

Copyright ©2018 WatchGuard Technologies, Inc. All Rights Reserved



Secondary IP Addresses for VPN Gateways

= Web Ul — BOVPN configuration
Gateway Endpoint Settings

A tunnel needs authentication on each side of the tunnel. Provide the configuration details for
the gateway endpoints below.

I Local Gateway Remote Gateway Advanced

External Interface

External T

Interface IP Address

Primary Interface |P Address T

® By IP Address
) By Domain Mame
© By User ID on Domain

By x500 Name

WatchGuard Training
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Secondary IP Addresses for VPN Gateways

= Web Ul — BOVPN virtual interface configuration

Gateway Endpoint Settings

A tunnel needs authentication on each side of the tunnel. Provide the configuration details
for the gateway endpoints below.

I Local Gateway Remote Gateway Advanced

Interface

@® Dhuei
Wil External v

- Dtres SELECT

erface 48 Sk ens Primary Interface IP Address

Primary Interface IP Address
[ Fo3ggtzgy ]

® By IP Address
& By Domain Name
& By User |D on Domain

By x500 Name

WatchGuard Training
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Secondary IP Addresses for VPN Gateways

A tunnel needs authentication on each side of the tunnel. Provide the configuration

Policy Manager — BOVPN
CO nfi g u rati O n details for the gateway endpoints below.

External Interface External

K MNew Gateway Endpoints Settings - gateway. 1

Interface IP Address | Primary Interface IP Address
Primary Interface IP Address
203.0.113.91

Specify the gateway

y IP Address
IP Address

'3::1' By Domain Information Configure...

Remote Gateway
Specify the remote gateway IP address for a tunnel.

(®) Static IP address
IP Address
() Dynamic IP address
Specify the remote gateway ID for tunnel authentication.
(®) By IP Address
IP Address

'3::1' By Domain Information Configure...

Advanced

WatchGuard Training
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Secondary IP Addresses for VPN Gateways

K Mew Gateway Endpoints Settings - BovpnVif.1

L]
POI I Cy M a n ag e r - B OV P N A tunnel needs authentication on each side of the tunnel. Provide the configuration

details for the gateway endpoints below.

virtual interface configuration s

Interface:
(®) Physical External W
) Other Select
Interface IP Address | Primary Interface IP Address W

Primary Interface IP Address

Specify the gateway I}
pecify ¥ 4 203.0.113.91

IP Address A W

'3::1' By Domain Infermation Configure...

Remote Gateway
Specify the remote gateway IP address for a tunnel.

(®) Static IP address
IP Address A W
() Dynamic IP address
Specify the remote gateway ID for tunnel authentication.
(®) By IP Address
IP Address A W

'3::1' By Domain Information Configure...

Advanced

Cancel Help
WatchGuard Training
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Mobile VPN with SSL & Access Portal

In Fireware v12.1, the VPN Portal was added to consolidate
settings shared by Mobile VPN with SSL and the Access
Portal

This configuration created challenges and generated customer
feedback

For a better user experience, in Fireware v12.2:
The VPN Portal configuration page is removed

Settings that appeared on the VPN Portal page now appear in
the Mobile VPN with SSL and Access Portal configurations

VPN Portal Port is now named Access Portal Port
The WG-VPN-Portal alias is removed

WatchGuard Training
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Mobile VPN with SSL & Access Portal

Mobile VPN with SSL and the Access Portal continue to share
these settings:

Authentication servers

Configuration Channel (known as the Access Portal Port in the
Access Portal configuration)

SSL/TLS settings precedence remains unchanged for Firebox
features that share the same OpenVPN server

For information about settings precedence for Firebox features
that share the same OpenVPN server, see Fireware Help

WatchGuard Training
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Mobile VPN with SSL & Access Portal

Mobile VPN with SSL

Firebox settings for Mobile VPN with SSL now appear as they
did before Fireware v12.1

On the Authentication tab, the Authentication Server list now
appears

On the Advanced tab, the Configuration Channel text box now
appears

These items were removed:

On Authentication tab, information about VPN Portal interfaces
and authentication servers

A link to the VPN Portal page
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Mobile VPN with SSL & Access Portal

= Web Ul — Authentication Server Settings list

Maobile VPN with 55L

When you activate Mabile VPN with 55L, the "55LVPN-Users" group and the "WatchGuard 55LVPN" policy are created to allow Mobile VPN with
55L connections from the Internet to the external interface.

[# Activate Mobile VPN with 551

m Authentication Advanced

Authentication Server Settings

Specify the authentication servers to use for connections to Maobile S5L with VPN. The first authentication server in the list is the default server.

AUTHENTICATION SERVER

Firebow-DB {default)

example.com

Firebox-DE ¥ | ADD REMOVE MOVE UP MOVE DOWN
we: These authentication servers are also used by the Access Portal. Changes to this list effect Access Portal. /

WatchGuard Training
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Mobile VPN with SSL & Access Portal

= Web Ul — Configuration Channel text box

[# Activate Mobile VPN with S50

General Authentication Advanced

Authentication SHA-256 r
Encryption AES (256-bit) ¥
Data channel UDP v || 447

Configuration channel (TCP) 443

This port is also the Access Portal port. Changes to this port effect Access Portal.

Keep-Alive Interval 10 seconds
Keep-Alive Timeout BO seconds
Renegotiate Data Channel 480 minutes

WatchGuard Training
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Mobile VPN with SSL & Access Portal

Policy Manager — Authentication Server Settings list

e Maobile VPN with 55L Configuration

When you activate Mobile VPN with S50, the "SSLVPN-Users” group and the "WatchGuard SSLWVPN™ policy are
created to allow Mobile VPN with SSL connections from the Internet to the external interface.

Activate Mobile VPN with SSL

’General Authentication | Advanced ‘

- Authentication Server Settings

Select one or more authentication servers. The first server in the list is the default
authentication server. Te configure additicnal authentication servers, click Configure.

Select |Authenticatiun Server Configure...
Firebox-DB (Default)

Make Default

Auto reconnect after a connection is lost
|:| Force users to authenticate after a connection is lost

|:| Allow the Mobile VPN with SSL client to remember password
(Fireweare OS v11.8 and higher)

Define uzers and groups to authenticate with Mobile VPN with SSL. The users and groups you define are
automatically included in the "SSLWPN-Users” group.

Name: Type Authentication Server Remove
SSLVPN-Users Group Any
Type: (@ Group () User Add
Name:
Authentication Server: | Any W
WatchGuard Training
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Mobile VPN with SSL & Access Portal

Policy Manager — Configuration Channel text box

e Mobile VPN with SSL Configuration

When you activate Mobile VPN with SSL, the "SSLWVPN-Users” group and the "WatchGuard SSLWPN™ policy are
created to allow Mobile VPN with SSL connections from the Internet to the external interface.

ictivate Mobile VPN with SSL

General | Authentication | Advanced

Authentication: SHA-256 W

Encryption: AES (258-bit) W

Data channel: TCP W : 44315

PR——

Configuration channel: TCP : 443>

Keep-alive: Interval: 103 seconds
Timeout: 601>| seconds

Renegotiate data channel:  Interval: 61=| minutes

rDNS and WINS Servers

For Mobile WPN with SSL clients to rezobve ungualified names and FQDNs for your demain, you must
specify a domain name and at least one DNS or WINS =erver. The Firebox DNS settings you specified in
the Network Configuration do not apply to Mobile VPN with SSL clients.

Domain name:
DNS servers:

WINS servers:

WatchGuard Training
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Mobile VPN with SSL & Access Portal

Access Portal configuration
SAML and Customization tabs

These settings now appear on the User Connection Settings
page:

Authentication Servers

Access Portal Port

Timeouts
VPN Portal Port is now named Access Portal Port

These items were removed from User Connection Settings
page:
Information about VPN Portal interfaces and authentication servers
A link to the VPN Portal page
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Mobile VPN with SSL & Access Portal

= Web Ul — SAML and Customization tabs

Access Portal

¥ Enable Access Portal

Applications User Connection Settings SAML Customization

= Policy Manager — SAML and Customization tabs

i Access Portal

Enable Access Portal

| Application | User Connection Settingsl SAML Custumizat'runﬂ
| )
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Mobile VPN with SSL & Access Portal

= \Web Ul — Authentication Servers, Access Portal Port, and
Timeouts settings

@uthentication Servers

Specify the authentication servers to use for cdnnections to the Access Portal. The first authentication server in the list is the default server.

AUTHENTICATION SERVER

Firebox-DB (default)

. example.com

Firebox-DB v | ADD REMOVE MOVE UP MOVE DOWN

Mote: These authentication servers are also used by the Access Portal. Any changes to this list will effect Access Portal.

r

Access Portal Port

Specify the Access Portal Port. This is thefonfiguration port shared by Mobile 550 VPN Clients and users of the Access Portal.

Access Portal Port 443

\.
-

Timeouts

Session Timeout 4 haurs

k Idle Timeout 15 minutes

WatchGuard Training
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Mobile VPN with SSL & Access Portal

Policy Manager — Authentication Servers, Access Portal
Port, and Timeouts settings

< Access Portal

Enable Access Pnrta:i

Application | User Connection Settings | SAML | Customization

Users Access

@J All applications are available to all users and groups authenticated with the Access Portal

[:J Specify the applications available to each user and group

Name Type Authentication Se...  Applications Add...
test |Ueer |Firetcx—I:E! |A|:|:Iicaticne Edit...
Userl |Ueer |Firetc;<-l:E! |A|:|:Iic:aticn5
Remove
o
[ Authentication Servers

Specify the authentication servers to use for connections to the Access Portal The first authentication server in the
list is the default server.

Authentication Server Remove
Firebox-DB (Default) Up
example.com

Down
Firebox-DB W Add

[ Access Portal Port

Specify the Access Portal Port. This is the configuration pert shared by Mobile SSL VPN Clients and users of the
Access Portal

Access Portal Port 44305

r Timeouts

Session Timeout

4= hours
Idle Timeout
N

1512 minutes
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Mobile VPN with SSL & Access Portal

Alias change

If the WG-VPN-Portal alias appears in your configuration, when
you upgrade to v12.2, this alias is removed from the
WatchGuard SSLVPN policy

Interfaces that appeared in the WG-VPN-Portal alias appear in
the WatchGuard SSLVPN policy, which means the policy will
match the same traffic

To add or remove interfaces for Mobile VPN with SSL or the
Access Portal, edit the WatchGuard SSLVPN policy

The default interface in the From field of the WatchGuard
SSLVPN policy is Any-External

WatchGuard Training
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Mobile VPN with SSL & Access Portal

Known issue

If you use WSM v12.2 or higher to manage a Firebox with
Fireware v12.1 or v12.1.1, and you enable the Access Portal in
WSM:

Inaccurate interface information appears in the Web Ul

Changes you make to VPN Portal interfaces are not applied to the
WatchGuard SSLVPN policy

To avoid this issue, we recommend that you upgrade your
Firebox to Fireware v12.2 if you use Mobile VPN with SSL or the

Access Portal

You cannot upgrade XTM devices to Fireware v12.2. These
devices are not supported with this release.
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Redundant Single Sign-On

To eliminate a single point of failure for
Single Sign-On (SSO), you can now
configure more than one SSO agent

For example, you can install an SSO
agent on a secondary domain controller
so users can continue to authenticate if
you must reboot the primary domain
controller

WatchGuard Training
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Redundant Single Sign-On

You can configure up to four SSO agents in your Firebox
configuration

If an SSO agent becomes unavailable, failover to the next
SSO agent in the list automatically occurs

You can also manually fail over to an agent you specify

WatchGuard Training
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Redundant Single Sign-On

= Web Ul — Add an SSO agent

Single Sign-On

| Enable Single Sign-On (550) with Active Directory

SSO Agents

Specify the IP address of servers on which the 550 Agent is installed. The first 550 Agentin the list is active unless failover occurs to
another 550 Agent. To initiate manual failover, click here.

n 550 AGENT IP ADDRESS DESCRIPTION

(] 10.0.1.100
(] 10.0.1.101
@ 10.0.1.102
(] 10.0.1.103

DIT REMOVE

WatchGuard Training
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5502

5503

5504

MOVE UP MOVE DOWN
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Add S50 Agent

IP Address 10.0.1.103

Description 5203

118




Redundant Single Sign-On

Policy Manager — Add an SSO agent

K Single Sign-On

Active Directory | paDius

Enable Single Sign-0On (S50} with Active Directory
r 550 Agents

manual failover, open Firebox System Manager and select Tools = 550

550 Agent IP Address Description
10.0.1.100 S50
10.0.1.101 5502
10.0.1.102 5503
10.0.1.103 3304

To configure multiple 350 Agents on your network, 350
Agents and Event Log Monitor must be w122 or higher.

Specify the IP address of servers on which the S50 Agent is installed. The first S50
Agent in the list is active unless failover occurs to another S50 Agent. To initiate

Down

WatchGuard Training
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i Add 550 agent IP

Choose Type: |Host IPvd

Value: 10. 0 . 1 .103

Description: |S503

Cancel
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Redundant Single Sign-On

You can now configure keep-alive timers for SSO agent
connections

The Keep-Alive Interval specifies how often the Firebox tries
to contact the SSO agent to determine whether the agent is
available

This value must be between 1 and 120 seconds

The Keep-Alive Timeout specifies how long the Firebox
waits for a response from the SSO agent before the Firebox
tries to connect to the next available SSO agent

This value must be between 10 and 1200 seconds, and it must
be at least twice as long as the Keep-Alive Interval

WatchGuard Training
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Redundant Single Sign-On

Configure the keep-alive timers in the Web Ul and Policy

Manager
Settings
Keep-Alive Interval 10 seconds
Keep-Alive Timeout 60 seconds
Settings
Keep-Alive Interval (Fireware 05 v12.2 and higher) 104 seconds
Keep-Alive Timeout (Fireware 05 v12.2 and higher) 50 = seconds
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Copyright ©2018 WatchGuard Technologies, Inc. All Rights Reserved



122

Redundant Single Sign-On

Failover to a different SSO agent occurs automatically when:
The connection to an SSO agent is lost or closed

The SSO agent does not respond to keep-alive messages in the
specified amount of time

You remove the SSO agent from the Firebox configuration

You manually initiate a failover to a different SSO agent

Failover occurs sequentially:

If the first SSO agent in the list that is active and becomes
unavailable, failover occurs to the second SSO agent in the list

If the last SSO agent in the list is active and becomes
unavailable, failover occurs to the first SSO agent in the list

WatchGuard Training
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Redundant Single Sign-On

Failback does not occur

For example, if the first agent in the list becomes unavailable,
failover occurs to the second agent in the list

If the first agent becomes available again, the second agent
remains the active agent. Failback does not occur to the first

agent.

WatchGuard Training
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Redundant Single Sign-On

= You can move SSO agents up and down in the list

Single Sign-On

¥ Enable Single Sign-0n (S50) with Active Directory

SSO Agents

Specify the IP address of servers on which the 550 Agent is installed. The first S50 Agent in the list is active unless failover occurs to
another 550 Agent. To initiate manual failover, click here.

S50 AGENT IP ADDRESS DESCRIPTION E

Single Sign-On

(] 10.0.1.100 5501
(] 10.0.1.101 5502 Active Directory | RaDiUs
O 10.0.1.102 5503 Enable Single Sign-On (SS0) with Active Directory
(] 10.0.1.103 5504 r S50 Agents
Specify the IP address of servers on which the S50 Agent is instaled. The first S50
ADD EDIT REMOVE MOVE UP MOVE DOWN Agent in the list iz active unless failover occurs to another 350 Agent. To initiate
manual failover, open Firebox System Manager and select Tools = 530 Agents.
S50 Agent IP Address Description Add...
10.0.1.100 5501 Edit _
10.0.1.101 5502
10.0.1.102 5503 Hemove
10.0.1.103 2204
Up
Down
To configure multiple 550 Agents on your network, 550
Agents and Event Log Monitor must be w12.2 or higher.
WatchGuard Training

Copyright ©2018 WatchGuard Technologies, Inc. All Rights Reserved

124




Redundant Single Sign-On

= To view the status of SSO agents or to manually fail over to

an agent that you specify:
* Web Ul — select System Status > SSO Agents

o
550 Agents ~
S50 Agents
IP ADDRESS m LAST CONNECTED DESCRIPTION
10.0.1.100 Connecting... 5501
10.0.1.101 Unreachable 5502

10.0.1.102 Unreachable 5503

10.0.1.103 Unreachable

l FAIL OVER TO 550 AGENT *nuallyﬂail over to the selected 550 Agent

Mote: The 550 Agent and Event Log Monitor must be v12.2 or higher to support failover.

WatchGuard Training
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Redundant Single Sign-On

To view the status of SSO agents or to manually fail over to
an agent that you specify:

Firebox System Manager — select Tools > SSO Agents

A SSO Agents
S50 Agents ﬁ
IP Address Version Last Connected Status Description
10.0.1. 100 Unreachable 5501
10.0.1.101 Connecting 5502
10.0.1.102 Unreachable 5503
10.0.1.103 Unreachable 5503

l Fail over to S50 Agent }sﬂanuallyI fail over to the selected S50 Agent.

The 550 Agent and Event Log Monitor must be w12, 2 or higher to support failover,

Help Refresh Close

WatchGuard Training
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Redundant Single Sign-On

SSO agents can have these status indicators:
Connecting — Firebox is trying to connect to the agent
Connected — Agent is currently active

Standby — Agent is available, but it is not the currently active
agent

Unreachable — Firebox cannot communicate with the agent

Incompatible — Agent with a Fireware OS version that does not
support redundant SSO

WatchGuard Training
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Certificate Management Enhancements

This release includes several enhancements to certificate
management on a Firebox:

Improved certificate management
Improvements to the certificate list and certificate detail views
Ability to define a certificate display name

Improvements to the certificate import process

Ability to select and use separate certificates for content
inspection for an inbound HTTPS proxy
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Certificate Management Enhancements

= Drop-down list shows
Ce rtifi Cate types IMPORT CERTIFICATE IMPORT CRL CREATE CSR Al

IMPORT Trusted CA
STATUS + TYPE SUBJI CT [EefNe:)1
DATE
|
uard oi Ireware c

New column for Import

Signed M/A RSA ~
Server
. 2015-10- . -
D ate Signed Web Client RSA o=WatchGuard ou=Fireware cn=Fireware web Client
28 21:44
. 2015-10-
. . Signed* 28 21:44 CA Cert RSA o=WatchGuard ou=Fireware cn=Fireware web CA
* Indicates the fil |
naicates e ftie S
sianed 2015-10- web RSA o=WatchGuard_Technologies ou=Fireware
ti eSta fo r n O n S 28 21:43 Server cn=Fireware SSLVPN Server
p sianed 2015-10- web Client RSA o=WatchGuard_Technologies ou=Fireware
-f. S 28 21:43 cn=Fireware SSLVPN Client
proxy server certificates

Signed S5 a3 CA Cert RSA cn=Fireware SSLVPN (SN 80DB02D9CFBG6 2015-10-
: 20 01:43:52 GMT) CA

¢ Not VISI ble for pend Ing Signed 2017-12- web Client RSA o=WatchGuard ou=Fireware cn=Fireware saml Client

07 19:47
CS RS O r Ite m S th at Signed 221251-.1403- ;::r:r RSA z:ﬁ?;:ii;:_gjchnolugies ou=Fireware
’ (Default) N : '
Ca n n Ot be eXpO rted I — o=WatchGuard_Technologies ou=Fireware v
WatchGuard Training
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Improved Certificate Management

A new Display Name
column is available when
you view a Proxy
category

The default display name
is comprised of the
certificate's Common
Name and the internal
filename

If another certificate has
the same default display
name, a number is
appended to the name

WatchGuard Training
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Certificates

IMPORT CERTIFICATE

IMPORT CRL CREATE C5R

IMPORT DISPLAY
ALGORIT ! UBJECT NAME
DATE

=WatchGuard_Technologiey
—http .proxy.nul

2015-10-
28 21:43

2015-10-

Signed 28 21:43

DETAILS REMOVE

(Default]l

Proxy
Authority

EXPORT

Default

(SN b=WatchGuard_Technologies
80DB0OZD9 [n=Fireware HTTPS Proxy (S
2015-10- BODBO2DSCFBGG 2015-10-24
25 CA

01:43:56
GMT) CA
(selfsigned

w

R5A

* Currently active Firebox web server certificate
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Improved Certificate Management

= Certificate details page now includes the Import Date and the
Display Name

= You can edit the display name for Proxy certificates only

Certificates

Certificate Display Name

svr 101 mrjtest.com (senver-2) UPDATE

Certuncate Detalls

| Pe0s e

Fﬁl.!‘lj'?:'.‘. name c=U5 st=wWashington I=Seatte o=test QU=englest Cn=svr 101 MUest.com

Subject alt name

Display name swrl0l.mjtest.com (Server-2)
Imported/Created Wed Apr 04 2018 13:51:09 GMT-0700 (PDT)

c=US si=Washington I=Seattle o=Waichguard_Technologies ou=Firswane

cn=ReinerSapos, s certficate authorty 1est

IssUer

Valid from Feb 14 17:20:00 2018 GMT

WatchGuard Training
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Certificate Import Enhancements

Provides more information on certificate import requirements,
correct import order, and troubleshooting import errors

Validation of certificate import success
Improved error messages when the certificate fails to import:
Mismatch between private key and certificate
Lack of root certificate
Incorrect certificate format or type
Wrong order of certificate import
Certificate has been revoked
Incorrect PFX file password

Certificate already exists

WatchGuard Training
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Certificate Import Enhancements

New check box to import Certificates / Import Certiicate
a certificate as the Certificate Function
default Proxy Server O General Use @
certificate O Proxy Authority @

1®) Proxy Server i@ \

[]impart as default Proxy Server

By default, certificates
are imported as a non-
default Proxy Server
certificate and do not

Certificate Display Name
Specify 2 name that helps you identify this certificate.

Overwrlte any eXIStIng 'G Overwrite if certificate already exists j
certificates
Certificate Type
Base64 (PEM) cerificate

Choose a file or paste the certificate in the text box

Browse. ..

Paste the the certificate text here
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Certificate Import Enhancements

Certificate Display Name and Overwrite if certificate
already exists check box

Only visible when you import a Proxy Server certificate

Select Overwrite if the certificate to import will overwrite a
certificate with the same display name

If Overwrite is not selected, you cannot import a certificate with
the same display name as an existing certificate
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Multiple Certificate Support for HTTPS Proxy

You can now select and use separate certificates for content
inspection for an inbound HTTPS proxy

The ability to use separate certificates for content inspection
enables organizations to host several different public-facing
web servers and applications behind one Firebox

Different applications can use different certificates for inbound
HTTPS traffic
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Multiple Certificate Support for HTTPS Proxy

= Certificates are assigned to inbound HTTPS proxy domain
name rules

= When you edit domain name rules, you can use a new
Certificate drop-down list when the action is Inspect

Domain Mames

Ta enable content inspection, use the |

ALtion
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Gateway Wireless Qonfroller
Enhancemehts i
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Gateway Wireless Controller Enhancements

= You can now specify an
RSSI value for the Band
Steering feature

* Previously not configurable
and hard coded to -75 dBm

= Client RSSI must be equal to
or above this threshold to be
steered to the 5 GHz band.

= Clients with weak signal
strength cannot operate
effectively in the 5 GHz band
and should not be steered
even if they are capable of
operating in 5 GHz

WatchGuard Training
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Gateway Wireless Controller / 551D

MNetwork Mame (5510) WatchGuard

Access Points

M Broadcast SSID
(1 Enable client isolation
[ Use the MAC Access Control list defined in the Gateway Wireless Controller Settings

Denied MAC Addresses

O Enable VLAN Lagging
VLAN ID
] Automatically deploy this 551D to all unpaired WatchGuard Access Points

O Mitigate WPAMWPAZ key reinstallation vulnerability in clients
This function only available for supported devices.

O min Association RSSI
O Smart Steering
__

W Band Steering
Band Steering RSSI (dBm) -T5
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AP125 Support

Added support for the
upcoming AP125

Indoor, dual radio 2x2:2

MU-MIMO 802.11ac Wave 2

access point for low to (WichGuard
medium density :
deployments
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DNSWatch Status in FSM Front Panel

In Firebox System Manager, DNSWatch status now appears
In the Front Panel tab

Firebox System Manager - 10.0.1.1 [Connected] - O *
File View Tools Help
FEIEETIE
Subscrintion Services Gateway Wireless Controller Traffic Management User Quotas

FrontPanel  Traffic Monitor ~ Bandwidth Meter  Service Watch — Status Report  Authentication List  Blocked Sites

Status ‘5 [ T35-W - WatchGuard T35-W [Fireware 05 v12,2.B560751]
=-EN Warnings (1)
E}-fﬁ Interfaces (Routed Mode)
=03 Certificates
Branch Office VPN Tunnels
Mobile VPN with IPSec Tunnels
Mobile VPN with IKEv2 Tunnels
Mobile VPN with S5L Tunnels
Mobile VPN with LZTF Tunnels
Subscription Services

PERReY

,_|
b

System Time: 1
Uptime: 0d, 1h, 14m

Refresh Interval: | 5 seconds w | (Refreshing..., Pause

WatchGuard Training
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DNSWatch Status in Web Ul Front Panel

In Fireware Web Ul, DNSWatch status now appears in the
Front Panel dashboard

BIE — O 4
w” Fireware Web Ul (T35-W) X
“ C | A Notsecure | Bips://10.0.1.1:8080/dashboard/#frontpanel Q QO :
W5 rewar ‘
atchGuard Fireware Web Ul User- admin
o
Fromt Pane
To P Clients View all Services will expire In less

Mame T35-W
Madel T35-W
Version 122 BS60761

Serial Mumber  DOZ10Z718C5FC
System Time 16:14 US/Pacific
Systermn Date 2018-04-20

Uptime 0 days 01:05
203011310 a 609k; wm SMe p Servers
528842239 (v ¢ 184kor w 2me 5 et DERRed
(2151 Kops @ 3me — prainal
40.97.80.34 | 2 kops 115k 13 WatchGuard Cloud
023814884 | 11 kops 1 129 2 e piesmled
722173198 | 8 Kiops i M0k 2 REBOOT

WatchGuard Training

Copyright ©2018 WatchGuard Technologies, Inc. All Rights Reserved



Gateway AV Log Message Enhancement

When Gateway AntiVirus cannot scan a file in a zip archive,
the scan error in the traffic log message now includes the
name of the file within the archive

Example log message:

Mar 27 11:07:23 2018 xtmv local1.info http-proxy[1678]:
msg_id="1AFF-003D" Allow 1-Trusted 0-External tcp 10.0.1.2
203.0.113.3 51770 80 msg="ProxyAllow: HTTP Gateway AV object
encrypted (password-protected)" proxy act="HTTP-
Client.Standard.1" error="0Object (password-protected-file.pdf)
Encrypted” host="example.net" path="/archive.zip"

Previously, the error in this log message would say:
error="“0Object Encrypted”

WatchGuard Training



145

Modem Support

Support is added for these modems:
LTE UX302NC USB
LTE UX302NC-R USB
Fujisoft FS040U
Netgear 341U USB
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