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Service in Total Security!

- . TOTAL | Basic
Features & Services SECURITY SUITE Security ke

Intrusion Prevention Service (IPS)

App Control
WebBlocker

spamBlocker

Gateway AntiVirus

Reputation Enabled Defense (RED)

NSNS NSNS

Network Discovery
APT Blocker
Data Loss Protection (DLP)

Threat Detection & Response
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Access Portal*
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Dimension Command
Support Gold (24x7) Standard (24x7) ‘

*Available on Firebox M370 appliances or higher.
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Access Portal dp

&’

Access Portal

HTMLS application portal
HTMLSY, clientless
Web-application

SSO to Access Portal
SAML 2.0

RADIUS, AD, Firebox-DB, ...

Platforms

M370 M670

M400 M4600

M470 M5600

MS500 Firebox Cloud

M570 FireboxV
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Security Assertion Markup Language (SAML)

SAML ist ein XML-Framework zum Austausch von Authentifizierungs- und
Autorisierungsinformationen. Sie stellt Funktionen bereit, um sicherheitsbezogene
Informationen zu beschreiben und zu Ubertragen.

Browser Single Sign-on:
Ein Benutzer ist nach der Anmeldung an einer Webanwendung automatisch auch zur
Benutzung weiterer Anwendungen authentisiert.

Autorisierungsdienste die Kommunikation mit einem Dienst lauft Gber eine
Zwischenstation, den ldentity Provider, der die Berechtigung Uberpruft.

Quelle:Wikipedia
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Service Provider

Anforderung der Zielressource

SAML 2.0 Workflow

B,

Benutzer

<
(Ermitteln des IdP)

Weiterleitung an den SSO-Dienst

Anforderung des Assertions-
verbraucherdiensts (ACS)

>

SSO-Dienstanforderung

Weiterleitung an die
Zielressource

>

Anforderung der Zielressource

Antwort mit der angeforderten
Ressource

\J

salesforce
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(Benutzeridentifizierung)

Antwort als XHTML-Formular

Identity Provider

AuthPoint




Access Portal with SAML integration
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1] Office 365

32

Dropbox
SharePoint

29 Shibboleth
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Access Portal

Privileged |
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Access Portal (SP) + AuthPoint

= Access SP metadata from Firebox SAML settings page:

@ﬁchGuard' Fireware Web Ul User: admin @ @

Access Portal VPN Portal

IR - I

To authenticate Access Portal users with SAML single sign-on, the Firebox exchanges authentication information with an Identity Provider (IdP) you specify.

¥ Enable SAML

Service Provider (SP) Settings

To configure your Firebox as the SAML Service Provider, specify the name of your IdP to appear as the authentication server name.

1dP Name [Name of SSO]

For the Host Name, specify a fully qualified domain name that resolves to the Firebox external interface.
"
el (T == determines URL of SP
After you save the configuration to your Firebox, follow the IdP configuration instructions at hrtls:// [URL of your choice herej/auth/saml I t d t f I d P

Identity Provider (IdP) Settings
Specify the SAML connection settings for your third-party Identity Provider.

IdP Metadata URL

Group Attribute Name | MemberOf Ay

— Expect form https:// [customizable URL name] /auth/saml for SP
metadata
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Access Portal + AuthPoint

= Proceeding to the custom URL for SAML from the
Firebox, should provide the following page data:

SAML 2.0 Configuration for WatchGuard Access
Portal

After you enable SAML in the WatchGuard Access Portal configuration, you must
follow one of the procedures on this page to provide SAML configuration information
to your Identity Provider (IdP) administrator. The IdP administrator requires this
information to configure the Access Portal as a Service Provider (SP). To make sure
your IdP meets the requirements, see SAML Single Sign-On Requirements in Fireware
Help.

Option 1

If your 1dP accepts SP metadata, provide this URL to your IdP administrator.

httpsws  [custom URL]  com/auth/samli/metac m

Option 2

Provide these details to your IdP administrator.

Identifies the

https://i [custom URL] com/auth/sami
S P to th e I d P Assertion Consumer Service (ACS) URL
hitps:i/ft  [custom URL] .com/auth/samb/acs

Single Logout Service (SLS) URL

ACS URL for posting of

|dP response from an
SP

httpsi// [custom URL]  com/auth/sami/sls

X.509 Certificate

~-—BEGIN CERTIFICATE-~-—
MIIDNZCCACEgAWIBAGIEWDAU

b
-
G

QYDVQQKEWp

X
YXRjaEd1 DWYDVQQLEwWh! yZT| 1UEAXMU )
€2FtbCBDbLGIIbnQWHhcNMTCWOTI1 MTg 1 MzUyWheNMTgxMDI2MTg1 MzUyW]BHMR

Mw
EQYDVQQ JjaEd 1 DWYDVQQLEWH yZT 1UEAXM
u

RmiyZXdhcmUge2FtbCBDbGIbNG! q DQEBAQUAAAIBD

AOIBAQDMWMOjmXi6eFfdwikaid0AZGHIfCVZ/V3BT3g3d+42zUnbFvjKBDEYIaUB
cpLal gl IYWIVWU fae/|Cr3Ng] Ujg+yUK3/WOdD. y

DOWNLOAD CERTIFICATE m

88!

— Click on ‘Download Certificate’ and save to familiar file directory
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SAML Single Sign-On over AuthPoint

&
@atchGuard

Enter the user name or email for
your account.

NEXT
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Zwei Faktor Authentifizierung

e

@&chGuard

fant?® .
(W)atchGuard

/ ° WTencua
&al rEbOX WATCHGUARD AUTHPOINT

*9Pp WG-04175

g’. 175 089

Choose authentication type

User Name: FranzMayer

QR CODE

oTP

Forgot Password
Forgot Authenticator
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Access Portal

Applications tabs

Jd 1 Company Access Portal *

€« C & Not Secur testsp.watchguard.com app_arend, W

& i
@atchGuard Company Access Portal wgrdengl@yahoo.com o Q
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Access Portal
Web applications tab

a9

C et :
@atchGuard Company Access Portal wgrdeng1@yahoo.com O Q

Web Applications

\(

»

JIRA ke
lira C

Confluence
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@atChGuard SOLUTIONS PRODUCTS & SERVICES RESOURCES PARTNERS ABOUTUS SUPPORT Login | ConfactUs  Q,

Secure Cloud Wi-Fi Network Security Actionable Visibility

WatchGuard's Wi-Fi solutions provide the strongest Aswr\jéd‘WIgnch‘ _Tjnterc;ijrlse-grat_:ie protectmn for iv:tzig?kuségu[r)ilm(feQrSIOLTicl?(nniigégtgsgtjr‘ﬂglﬁgg\.trg
protection from malicious attacks and rogue APs % ane distnbutee eRterprzesin one cosp Grier quicep
effective, centrally managed solution. action against threats.

using patented WIPS technology.

Copyright ©2017 WatchGuard Technologies, Inc. All Rights Reserved



